


What is Critical Infrastructure?

Critical Infrastructure: For Critical Infrastructure entities, if your business or
organization will continue in-person operations, the state encourages implementation of
sixteen (16) requirements. The definition of Critical Infrastructure and the sixteen (16)
recommendations are listed in Attachment A.

Non-Critical Infrastructure

If your entity is not Critical Infrastructure, you shall foliow the Social Distancing Rule,
only engage in Minimum Basic Operations, and meet twenty (20) requirements. The
Social Distancing Rule, Minimum Basic Operations, and the twenty (20) requirements
are listed in Attachment B.

How does the Order apply to individuals and families?

Basic Rule: All residents and visitors of Georgia are required to shelter in place in their
residences from 6 PM on Friday, April 3, 2020 to 11:59 PM on Monday, April 13, 2020.
“Shelter in place” means remaining in their residences and taking every possible
precaution to limit social interaction to prevent the spread or infection of COVID-19.

Are there exceptions to the Basic Rule?

Yes. A resident or visitor of Georgia is not required to shelter in place if they are:

1. Engaging in Essential Services

2. Working in Critical Infrastructure (see Attachment A)

3. Engaging in Minimum Basic Operations (see Attachment B)
4. Performing Necessary Travel

Essential Services means obtaining necessary supplies and services for your
household, engaging in activities essential for the health and safety of your household,
and engaging in outdoor exercise activities so long as you have at least six (6) feet between
people who do not live in your household.

You can go to the grocery store, medical appointments, and the pharmacy. You can go
pick-up food or have food delivered to your house. You can leave your house to buy
supplies to clean or maintain your house. You can go outside to exercise. You can also
leave your house in an emergency.

The key takeaway is that you need to stay in your house as much as possible, but we
recognize there are circumstances when you will need to leave. Keep those circumstances
rare, consolidate trips as much as possible, and use take-out, curbside pick-up, and
delivery services whenever possible to prevent the spread of COVID-19.

Necessary Travel means the travel required for someone to conduct or participate in
Essential Services, Minimum Basic Operations, or work for Critical Infrastructure.



How does this order apply to local governments?

No county or municipal government is allowed to have more than ten (10) people
gathered in a single location unless there is at least six (6) feet between each person at all
times. The Governor’s Order supersedes all local ordinances to the extent that they
conflict and states that no local ordinance can be more restrictive or less restrictive.

At this time, the Governor has not deputized local law enforcement to enforce the Order.
State law enforcement with P.O.S.T. certification will be charged with enforcement.















Essential Critical Infrastructure Workforce

health and safety of the employees.

6. Reliance on technology and just-in-time supply chains means that certain workers must be able to access
certain sites, facilities, and assets to ensure continuity of functions.

7. Government employees, such as emergency managers, and the business community need to establish and
maintain lines of communication.

8. When government and businesses engage in discussions about essential critical infrastructure workers,they
need to consider the implications of business operations beyond the jurisdiction where the asset or facility is
located. Businesses can have sizeable economic and societal impacts as well as supply chain dependencies
that are geographicallydistributed.

9. Whenever possible, jurisdictions should align access and movement control policies related to critical
infrastructure workers to lower the burden of workers crossing jurisdictional boundaries.

IDENTIFYING ESSENTIAL CRITICAL INFRASTRUCTURE WORKERS

The following list of identified essential critical infrastructure workers is intended to be overly inclusive reflecting the
diversity of industries across the United States.

A %

/

Communications Healthoare &

}3{ Essential Critical Public Heallh
Infrastructure e
Workers 1 Sftine

Critlcal 3 Information
Manufacturing z Qﬁ Technology
©@ ¥

Commerclal Deafonse ey Food &
Facilitles Y Industrial Base Agriculture

Chamical

oan

ﬂﬂ/w]

Nuclear Reactors,
Materlals &

Gavernment
Faclliitles

Financial

A DRIReRTRASIRACTURE

CONNECT WITH US m Linkedin.com/company/cybersecurity-
www.cisa.gov and-infrastructure-security-agency

u @CISAgov | @cyber | @uscert_gov

For more information,
email CISA.CAT@cisa.dhs.gov ﬂ Facebook.com/CISA




Essential Critical Infrastructure Workforce

HEALTHCARE / PUBLIC HEALTH

e Workers who perform critical clinical research, development, and testing needed for COVID-19 response.

e Healthcare providers and Caregivers including physicians, dentists, psychologists, mid-level practitioners, nurses
and assistants, infection control and quality assurance personnel, pharmacists, physical and occupational
therapists and assistants, social workers, optometrists, speech pathologists, chiropractors, and diagnostic and
therapeutic technicians and technologists.

e Hospital and laboratory personnel (including accounting, administrative, admitting and discharge, engineering,
epidemiological, source plasma and hlood donation, food service, housekeeping, medical records, information
technology and operational technology, nutritionists, sanitarians, respiratory therapists, etc.).

o  Workers in other medical and biomedical facilities (including Ambulatory Health and Surgical, Blood Banks,
Clinics, Community Mental Health, Comprehensive Outpatient rehabilitation, End Stage Renal Disease, Health
Departments, Home Health care, Hospices, Hospitals, Long Term Care, Nursing Care Facilities, Organ
Pharmacies, Procurement Organizations, Psychiatric Residential, Rural Health Clinics and Federally Qualified
Health Centers, and retail facilities specializing in medical good and supplies).

o  Manufacturer workers for health manufacturing (including biotechnology companies), materials and parts
suppliers, logistics and warehouse operators, distributors of medical equipment (including those who test and
repair), personal protective equipment (PPE), isolation barriers, medical gases, pharmaceuticals (including
materials used in radioactive drugs), dietary supplements, blood and blood products, vaccines, testing materials,
laboratory supplies, cleaning, sanitizing, disinfecting or sterilization supplies, and tissue and paper towel
products.

e Public health / community health workers, including those who compile, model, analyze and communicate public
health information.

o Blood and plasma donors and the employees of the organizations that operate and manage related activities.
e Workers who manage health plans, billing, and health information, who cannot practically work remotely.

¢ Workers who conduct community-based public health functions, conducting epidemiologic surveillance,
compiling, analyzing and communicating public health information, who cannot practically work remotely.

o  Workers performing information technology and cybersecurity functions at healthcare and public health facilities,
who cannot practically work remotely.

¢  Workers performing security, incident management, and emergency operations functions at or on behalf of
healthcare entities including healthcare coalitions, who cannot practically work remotely.

e Pharmacy employees necessary to maintain uninterrupted prescription filling.
e Workers performing mortuary funeral, cremation, burial, cemetery, and related services, including funeral homes,
crematoriums, cemetery workers, and coffin makers.

o  Workers who coordinate with other organizations to ensure the proper recovery, handling, identification,
transportation, tracking, storage, and disposal of human remains and personal effects; certify cause of death;
and facilitate access to mental/behavioral health services to the family members, responders, and survivors of
anincident.
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Essential Critical Infrastructure Workforce

providers), ship supply, chandler, and repaircompanies.

Workers including truck drivers, railroad employees and contractors, maintenance crew, and cleaners
supporting transportation of chemicals, hazardous, medical, and waste materials to support critical infrastructure,
capabilities, functions, and services, including specialized carriers, crane and rigging industryworkers.

Bus drivers and workers who provide or support intercity, commuter and charter bus setrvice in support of other
essential services or functions.

Automotive repair, maintenance, and transportation equipment manufacturing and distribution facilities
(including those who repair and maintain electric vehicle charging stations).

Transportation safety inspectors, including hazardous material inspectors and accident investigator inspectors.

Manufacturers and distributors (to include service centers and related operations) of packaging materials,
pallets, crates, containers, and other supplies needed to support manufacturing, packaging staging and
distributionoperations.

Postal, parcel, courier, last-mile delivery, and shipping and related workers, to include privatecompanies.

Employees who repair and maintain vehicles, aircraft, rail equipment, marine vessels, bicycles, and the
equipmentand infrastructure that enables operations that encompass movement of cargo and passengers.

Air transportation employees, including air traffic controllers and maintenance personnel, ramp workers, aviation
and aerospace safety, security, and operations personnel and accident investigations.

Workers who support the operation, distribution, maintenance, and sanitation, of air transportation for cargo and
passengers, including flight crews, maintenance, airport operations, those responsible for cleaning and
disinfection, and other on- and off- airport facilitiesworkers.

Workers supporting transportation via inland waterways such as barge crew, dredging, river port workers for
essential goods.

Workers critical to rental and leasing of vehicles and equipment that facilitate continuity of operations for
essential workforces and other essential travel.

Warehouse operators, including vendors and support personnel critical for business continuity (including HVAC &
electrical engineers; security personnel; and janitorial staff) and customer service for essential functions.

PUBLIC WORKS AND INFRASTRUCTURE SUPPORT SERVICES

Workers who support the operation, inspection, and maintenance of essential public works facilities and
operations, including bridges, water and sewer main breaks, fleet maintenance personnel, construction of
critical or strategic infrastructure, traffic signal maintenance, emergency location services for buried utilities,
maintenance of digital systems infrastructure supporting public works operations, and other emergent issues.

Workers such as plumbers, electricians, exterminators, builders, contractors, HVAC Technicians, landscapers,
and other service providers who provide services that are necessary to maintaining the safety, sanitation, and
essential operation of residences, businesses and buildings such as hospitals, senior living facilities, any
temporary construction required to support COVID-19 response.

Workers who support, such as road and line clearing, to ensure the availability of and access to needed facilities,
transportation, energy and communications.

Support to ensure the effective removal, storage, and disposal of residential and commercial solid waste and
hazardous waste, including landfilloperations.

Workers who support the operation, inspection, and maintenance of essential dams, locks and levees.

Workers who support the inspection and maintenance of aids to navigation, and other government provided
services that ensure continued maritime commerce,
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Essential Critical Infrastructure Workforce

COMMUNICATIONS AND INFORMATION TECHNOLOGY

Communications:

e Maintenance of communications infrastructure- including privately owned and maintained communication
systems- supported by technicians, operators, call -centers, wireline and wireless providers, cable service
providers, satellite operations, Internet Exchange Points, Points of Presence, Network Access Points, back haul
and front haul facilities, and manufacturers and distributors of communications equipment.

e Government and private sector employees (including government contractors) with work related to undersea
cable infrastructure and support facilities, including cable landing sites, beach manhole vaults and covers,
submarine cable depots and submarine cable ship facilities.

e Government and private sector employees (including government contractors) supporting Departmentof
Defense internet and communications facilities.

e Workers who support radio, television, and media setrvice, including, but not limited to front-line news reporters,
studio, and technicians for newsgathering, and reporting, and publishing news.

¢ Network Operations staff, engineers and/or technicians to include IT managers and staff, HVAC & electrical
engineers, security personnel, software and hardware engineers, and database administrators that manage the
network or operate facilities.

e Engineers, technicians and associated personnel responsible for infrastructure construction and restoration,
including contractors for construction and engineering of fiber optic cables, buried conduit, small cells, other
wireless facilities, and other communications sector-related infrastructure. This includes construction of new
facilities and deployment of new technology as these are required to address congestion or customer usage due
to unprecedented use of remote services.

e Installation, maintenance and repair technicians that establish, support or repair service as needed.

e Central office personnel to maintain and operate central office, data centers, and other network office
facilities, critical support personnel assisting front line employees.

o Customer service and support staff, including managed and professional services as well as remote providers of
support to transitioning employees to set up and maintain home offices, who interface with customers to
manage or support service environments and security issues, including payroll, billing, fraud, logistics, and
troubleshooting.

e Workers providing electronic security, fire, monitoring and life safety services, and to ensure physical
security, cleanliness and safety of facilities and personnel, including temporary licensing waivers for
security personnel to work in other States of Municipalities.

o Dispatchers involved with service repair and restoration.
e Retail customer service personnel at critical service center locations for onboarding customers, distributing and
repairing equipment and addressing customer issues in order to support individuals’ remote emergency

communications needs, supply chain and logistics personnel to ensure goods and products are on-boarded to
provision these front-line employees.

e External Affairs personnel to assist in coordinating with local, state and federal officials to address
communications needs supporting COVID-19 response, public safety, and nationalsecurity.

Information Technology:

e  Workers who support command centers, including, but not limited to Network Operations CommandCenters,
Broadcast Operations Control Centers and Security Operations Command Centers.

e Data center operators, including system administrators, HVAC & electrical engineers, security personnel, IT
managers and purchasers, data transfer solutions engineers, software and hardware engineers, and database
administrators, for all industries (including financialservices).
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Essential Critical Infrastructure Workforce

e  Workers who support client service centers, field engineers, and other technicians and workers supporting
critical infrastructure, as well as manufacturers and supply chain vendors that provide hardware andsoftware,
support services, research and development, and information technology equipment (to include
microelectronics and semiconductors), and HVAC and electrical equipment for critical infrastructure, and test
labs and certification agencies that qualify such equipment(to include microelectronics, optoelectronics, and
semiconductors) for critical infrastructure, including data centers.

o  Workers needed to preempt and respond to cyber incidents involving critical infrastructure, including medical
facilities, SLTT governments and federal facilities, energy and utilities, and banks and financial institutions,
securities/other exchanges, other entities that support the functioning of capital markets, public works, critical
manufacturing, food & agricultural production, transportation, and other critical infrastructure categories and
personnel, in addition to all cyber defense workers (who can't perform their dutiesremotely).

e Suppliers, designers, transporters and other workers supporting the manufacture, distribution and provision and
construction of essential global, national and local infrastructure for computing services (including cloud
computing services and telework capabilities), business infrastructure, financial transactions/services, web-
based services, and critical manufacturing.

e Workers supporting communications systems and information technology- and work from home solutions- used
by law enforcement, public safety, medical, energy, public works, critical manufacturing, food & agricultural
production, financial services, education, and other critical industries andbusinesses.

e Employees required in person to support Software as a Service businesses that enable remote working,
performance of business operations, distance learning, media services, and digital health offerings, or required
for technical support crucial for business continuity and connectivity.

OTHER COMMUNITY- OR GOVERNMENT-BASED OPERATIONS AND ESSENTIAL
FUNCTIONS

e  Workers to ensure continuity of building functions, including but not limited to security and environmental
controls (e.g., HVAC), the manufacturing and distribution of the products required for these functions, and the
permits and inspections for construction supporting essentialinfrastructure.

e Elections personnel to include both public and private sector elections support.
o  Workers supporting the operations of the judicial system.

e Federal, State, and Local, Tribal, and Territorial employees who support Mission Essential Functions and
communications networks.

e Trade Officials (FTA negotiators; international data flow administrators).

o Employees necessary to maintain news and media operations across various media.

e Employees supporting Census 2020.

e  Weatherforecasters.

e Clergy for essential support.

¢ Workers who maintain digital systems infrastructure supporting other critical government operations.

¢  Workers who support necessary credentialing, vetting and licensing operations for critical infrastructure workers.

e Customs and immigration workers who are critical to facilitating trade in support of the national emergency
response supply chain.

e Educators supporting public and private K-12 schools, colleges, and universities for purposes of facilitating
distance learning or performing other essential functions.

e  Staff at government offices who perform title search, notary, and recording services in support of mortgage and
real estate services and transactions.
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Essential Critical Infrastructure Workforce

CHEMICAL

o  Workers supporting the chemical and industrial gas supply chains, including workers at chemical manufacturing
plants, workers in laboratories, workers at distribution facilities, workers who transport basic raw chemical
materials to the producers of industrial and consumer goods, including hand sanitizers, food and food additives,
pharmaceuticals, paintings and coatings, textiles, building materials, plumbing, electrical, and paper products.

o  Workers supporting the safe transportation of chemicals, including those supporting tank truck cleaning facilities
and workers who manufacture packaging items.

e Workers supporting the production of protective cleaning and medical solutions, personal protective equipment,
disinfectants, fragrances, and packaging that prevents the contamination of food, water, medicine, among others
essential.

e  Workers supporting the operation and maintenance of facilities (particularly those with high risk chemicals and/
or sites that cannot be shut down) whose work cannot be done remotely and requires the presence of highly
trained personnel to ensure safe operations, including plant contract workers who provide inspections.

o  Workers who support the production and transportation of chlorine and alkali manufacturing, single-use
plastics, and packaging that prevents the contamination or supports the continued manufacture of food, water,
medicine, and other essential products, including glass container manufacturing.

DEFENSE INDUSTRIAL BASE

o  Workers who support the essential services required to meet national security commitments to the federal
government and U.S. Military. These individuals include, but are not limited to, space and aerospace;
mechanical and software engineers (various disciplines), manufacturing/production workers; IT support;
security staff; security personnel; intelligence support, aircraft and weapon system mechanics and maintainers;
and sanitary workers who maintain the hygienic viability of necessaryfacilities.

e Personnel working for companies, and their subcontractors, who perform under contract or sub-contract to the
Department of Defense, as well as personnel at government-owned/contractor- operated and government-
owned/government-operated facilities, and who provide materials and services to the Department of Defense,
including support for weapon systems, software systems and cybersecurity, defense and intelligence
communications and surveillance, space systems and other activities in support of our military, intelligence and
space forces.

COMMERCIAL FACILITIES

e Workers who support the supply chain of building materials from production through application/installation,
including cabinetry, fixtures, doors, cement, hardware, plumbing, electrical, heating/cooling, refrigeration,
appliances, paint/coatings, and employees who provide services that enable repair materials and equipment for
essential functions.

e  Workers supporting ecommerce through distribution, warehouse, call center facilities, and other essential
operational support functions.

e Workers in hardware and building materials stores, consumer electronics, technology and appliances retail, and
related merchant wholesalers and distributors - with reduced staff to ensure continuedoperations.

o  Workers distributing, servicing, repairing, installing residential and commercial HVAC systems, boilers, furnaces
and other heating, cooling, refrigeration, and ventilation equipment.

RESIDENTIAL/SHELTER FACILITIES AND SERVICES

e  Workers in dependent care services, in support of workers in other essential products and services.
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13. Prohibiting handshaking and other unnecessary person-to-person contact in the
workplace;

14. Placing notices that encourage hand hygiene at the entrance to the workplace and in
other workplace areas where they are likely to be seen;

15. Suspending the use of Personal Identification Number (“PIN”) pads, PIN entry
devices, electronic signature capture, and any other credit card receipt signature
requirements to the extent such suspension is permitted by agreements with credit
card companies and credit agencies;

16. Enforcing social distancing of non-cohabitating persons while present on such entity’s
leased or owned property;

17. For retailers and service providers, providing for alternative points of sale outside of
buildings, including curbside pickup or delivery of products and/or services if an
alternative point of sale is permitted under Georgia law;

18. Increasing physical space between workers and customers;

19. Providing disinfectant and sanitation products for workers to clean their workspace,
equipment, and tools;

20.Increasing physical space between workers’ worksites to at least six (6) feet.



Commonly Asked Questions
1. Do I need a letter to prove that I can keep working?

No. You do not need a letter from your employer or the government to prove that you fall
into one of the exceptions for Essential Services, Necessary Travel, Critical Infrastructure,
or Minimum Basic Operations.

If you have questions about Critical Infrastructure, please contact the Department of
Economic Development. You can email covidcomments@georgia.org for assistance or
visit georgia.org for more information.

2. What happens if I violate the Governor’s Executive Order?

If you violate any of the terms of the Order, you are committing a misdemeanor, which is
a crime in the State of Georgia. For example, if you are not sheltering in place and none
of the four exceptions for Essential Services, Minimum Basic Operations, Critical
Infrastructure, or Necessary Travel applies to your activities, you will receive a warning
from law enforcement and risk facing criminal charges if you fail to comply.

3. What does this Order mean for church services and funeral services?

No business, establishment, for-profit or non-profit corporation, organization, or county
or municipal government is allowed to have more than ten (10) people gathering in a
single location unless there is at least six (6) feet between each person at all times. This
rule applies to church services and funeral services.

Unfortunately, several community outbreaks can be directly attributed to recent, in-
person church services and funeral services. Public health officials strongly discourage
gatherings of people for these services due to the high risk of transmission of novel
coronavirus. For elderly Georgians and the chronically ill, exposure to novel coronavirus
can be deadly. Please comply with the Governor’s order to stop the spread of COVID-19.

4.Can I go to state parks or play sports outside like golf?

Yes. You can visit state parks and play sports outside, including golf, subject to certain
restrictions. Gatherings of more than ten (10) people are banned unless there is at least
six (6) feet between each person at all times. If people congregate in certain areas of a
state park or golf course, for example, law enforcement will warn them to disband. If they
fail to comply, they may face criminal charges.
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