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Sample Policy Language
This is a sample policy.  Prior to implementation, it should be amended to reflect your organization’s practices and legal obligations.

Sample Generative AI Policy

Generative AI tools (Chat GPT, Google Gemini, etc.) can enhance employee productivity by assisting with certain job duties such as content development, writing and editing, creating images and by assisting with generating ideas. There are risks when using these technologies including bias, inaccurate information, and violation of intellectual property rights. 

Information submitted into AI platforms could result in security or privacy problems, in some situations, especially content development. For example, AI tools and resources can assist with writing blogs, policies, training slides or processes. However, for several reasons AI tools and resources should not be heavily relied upon in your day-to-day work and caution must be exercised when using any such tool.  Such tools are a starting point, not your end point.  Employees should not simply cut and paste from these tools and resources.  Employees can use these tools to supplement their original work, not replace it.

[bookmark: _Hlk134689913]Before using AI tools and resources in the performance of your work, discuss appropriate use with your supervisor. If you have subsequently produced work using AI tools and resources in the performance of your work, disclose this to your supervisor and obtain approval for use before using the information internally or externally with customers.

Expectations of Use

· Understand that AI tools, while useful, are not a substitute for human judgment and creativity. Al is intended to enhance and not replace your own work.
· Understand that many AI tools may generate false or inaccurate information. Verify responses. Do not use AI outputs verbatim. Do not assume that the outputs are credible or accurate. Do not rely upon the outputs as your only reference. 
· It is important to fact-check and verify information received from AI resources before using it, as information may not be up-to-date or accurate. It is always your responsibility to ensure the accuracy and quality of the information you are providing.
· Assume any information you input into an AI tool will go viral on the Internet. Assume anything you input into the tool will be attributed to you or our organization.
· Inform your manager when you have used an AI tool to help perform a task.
· Verify that any response you intend to use is neither biased nor violating anyone’s intellectual property or privacy. Most AI tools allow you to ask “cite sources” to help with this.
· Understand that our Communication Systems, Software, and Devices Policy and other employee policies apply to any use of AI tools. Do not allow the use of AI to be a distraction from your duties. 
· Do not use AI tools for any activities that are harmful, illegal, or in violation of the Employer’s policies or any federal, state, or local law.

Inappropriate Use

· Do not use AI tools to make or help you make decisions or recommendations about applicants or employees, including recruitment, hiring, retention, promotions, transfers, performance monitoring, discipline, demotion, or terminations.
· Do not upload or input any confidential, proprietary, or sensitive Employer information into any AI tool. Remember, AI tools and resources are generally open source, meaning that the information you put into the platform becomes part of the data and therefore open and available to others.  Examples of prohibited information include but are not limited to:

· Any confidential information as defined in the Employee Handbook or in any other policy or agreement addressing confidentiality and/or trade secrets. 
· Any non-public Employer information that might be of use to competitors or harmful to the Employer if disclosed. This may breach your or the Employer’s obligation to keep certain information confidential and secure, risks widespread disclosure, and may cause the Employer’s rights to that information to be challenged. 
· Any details or content relating to any work product for or of the Employer. 
· Customer details such as name, address, website.
· Personal information (names, addresses, likenesses, etc.) about any person.
· Information which is not appropriate for public release.
· Any material which is copyrighted.
· Any material which is the property, intellectual or otherwise, of any third-party.
· Passwords, credentials, protected health information, or personnel material.

Do not integrate any AI tools with internal software without authorization to do so.

The use of AI tools and resources should comply with all relevant laws, regulations, and organization policies.

Violation of this policy may result in corrective action, up to and including termination of employment. 
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