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Sample Policy Language
This is a sample policy.  Prior to implementation, it should be amended to reflect your organization’s practices and legal obligations.

Sample Electronic Communication Systems Policy

[bookmark: _Hlk143181857]The electronic communications systems, including, but not limited to Internet access, software, email, blogs, text messages, instant messages and voicemail, are owned by the Company.  These systems are provided for employee use to promote efficient work performance.  Use of the systems is limited to employees and others expressly authorized by the Company.

The Company looks upon the use of Internet and email as business tools provided to communicate with vendors, government agencies, customers, prospects, and professional colleagues. Always remember that the Company internet and email system are not a secure system. Any message you send to another person via the email system could potentially be read by someone other than the intended recipient. Also, be aware that email messages, like all information in Company computer systems, are Company property and open to review by Company management. 

Occasional personal use of the systems is permitted.  Personal use should be limited to break or lunch periods and should not overwhelm or tax the computer or network systems. The Company computer should not be used for downloading material for personal use, or using the computer for personal use of running videos, radio and other high bandwidth material over the internet.

All use of these systems is required to meet our standards for confidentiality and professionalism in communications and not adversely affect employee productivity.  Broadcast, internally or externally, of unsolicited personal views on social, political, religious or other non-business related matters is not permitted.  Examples of forbidden transmissions include:  any sexually-explicit content; gender-specific comments or unwelcome propositions; and, ethnic and racial slurs.

Any posting to a public forum, such as emails, blogs, and/or social media whether for personal use or if hosted by the Company, is required to be consistent with the Company’s policies and standards including workplace confidentiality, discrimination, and harassment.  Examples of conduct which may result in corrective action up to and including termination include:  disclosing insider information, disclosing confidential Company information or trade secrets, or information which creates a conflict of interest.

Use of the systems for personal commercial ventures or gain is prohibited.
Security and Company Access

As Company equipment, use of the systems is monitored at management discretion.  All computer records, files, software and email and voicemail messages created, sent, received or stored on the Company system are considered Company records.  This includes personal, password protected, web-based email accounts accessed using Company property.  Management retains unrestricted access to these records.  Likewise, the content of all records may be disclosed by management at its discretion.  Therefore, the contents of records created, sent, received or stored on the Company’s systems are not private.  Employees should be aware that even erased and deleted records may remain accessible in the systems for some time.

To help ensure the security of our systems:

1. Loading software on any system is prohibited without approval of the network administrator or your supervisor.
2. Downloading of data from the Internet requires prior approval from the network administrator.
3. Removal of electronic data or equipment from the premises requires approval from your supervisor.

Passwords are maintained for security purposes.  All system passwords and encryption keys are required to be made available to management on request.  Employees are prohibited from the unauthorized use of the passwords or encryption keys of other employees.

Violations

Violation of this policy may result in corrective action, up to and including discharge.


© CASCADE EMPLOYERS ASSOCIATION		9/2023
image1.png
Cascade Employers Association

Building better workplaces through
compliance, culture, connection




