


“ FlGeducation.com’

Grow your career

with

FIG

Learning & Mentorship
m Life Care Planning
B Medicare Set-Asides

®m Medical Cost Projections

Shelene Glles, FIG Founder

MS, BSN, BA, RN, CRC, CNLCP, CLCP, MSCC LNCC
[ N_bag G"Shciem.(uhy

FIGeducatlon.com


http://www.FIGeducation.com






mailto:JLNC%40aalnc.org?subject=
mailto:JLNC%40aalnc.org?subject=
mailto:JLNC%40aalnc.org?subject=

ARTICLE SUBMISSION

The Journal of Legal Nurse Consulting (JLNC), a refereed publication, is the official journal of the
American Association of Legal Nurse Consultants (AALNC). We invite interested nurses and allied
professionals to submit article queries or manuscripts that educate and inform our readership about
current practice methods, professional development, and the promotion of legal nurse consulting
within the medical-legal community. Manuscript submissions are peer-reviewed by professional
LNCs with diverse professional backgrounds. The JLNC follows the ethical guidelines of COPE, the
Committee on Publication Ethics, which may be reviewed at: http://publicationethics.org/resources/
code-conduct.

We particularly encourage first-time authors to submit manuscripts. The editor will provide writing and
conceptual assistance as needed. Please follow this checklist for articles submitted for consideration.

INSTRUCTIONS FOR TEXT

e Manuscript length: 1500 — 4000 words

e Use Word® format only (.doc or .docx)

®  Submit only original manuscript not under consideration by other publications

e Put title and page number in a header on each page (using the Header feature in Word)

® Place author name, contact information, and article title on a separate title page, so author
name can be blinded for peer review

e Text: Use APA style (Publication Manual of the American Psychological Association, 6th edition)
(https://owl.english.purdue.edu/owl/resource/560/01/)

® legal citations: Use The Bluebook: A Uniform System of Citation (15th ed.), Cambridge, MA:
The Harvard Law Review Association

¢ Live links are encouraged. Please include the full URL for each. Be careful that any automatic
formatting does not break links and that they are all fully functional.

¢ Note current retrieval date for all online references.
* Include a 100-word abstract and keywords on the first page

e Submit your article as an email attachment, with document title articlename.doc, e.g.,
wheelchairs.doc

INSTRUCTIONS FOR ART, FIGURES, TABLES, LINKS

e All photos, figures, and artwork should be in JPG or PDF format (JPG preferred for photos).
Line art should have a minimum resolution of 1000 dpi, halftone art (photos) a minimum of 300
dpi, and combination art (line/tone) a minimum of 500 dpi.

e Each table, figure, photo, or art should be submitted as a separate file attachment, labeled to
match its reference in text, with credits if needed (e.g., Table 1, Common nursing diagnoses in
SCI; Figure 3, Time to endpoints by intervention, American Cancer Society, 2003)

INSTRUCTIONS FOR PERMISSIONS
The author must accompany the submission with written release from:

* Any recognizable identified facility or patient/client, for the use of their name or image
* Any recognizable person in a photograph, for unrestricted use of the image
* Any copyright holder, for copyrighted materials including illustrations, photographs, tables, etc.

e All authors must disclose any relationship with facilities, institutions, organizations, or
companies mentioned

GENERAL INFORMATION

Acceptance will be based on the importance of the material for the audience and the quality of the
material, and cannot be guaranteed. All accepted manuscripts are subject to editing, which may
involve only minor changes of grammar, punctuation, paragraphing, etc. However, some editing
may involve condensing or restructuring the narrative. Authors will be notified of extensive editing.
Authors will approve the final revision for submission.

The author, not the Journal, is responsible for the views and conclusions of a published manuscript.
The author will assign copyright to JLNC upon acceptance of the article. Permission for reprints or
reproduction must be obtained from AALNC and will not be unreasonably withheld.
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. FROM THE EDITOR

Editor’s Note: EHR Revisited

Welcome to the June 2018 JLNC, a reprise of the issue on EHR from June 2015. We felt it was
time to take a second look at this topic three years later, to see how it's working out and see if new
information and mind-sets will help LNCs think more broadly about how they use it.

Expertise here goes beyond our applying nursing knowledge to the usual (and still necessary) skill-
ful review looking for what's in a medical record and what's not. We can't do that and call it a day
anymore. Our skills need to keep growing as technology and research give us more to work with.

Think back to when we were new grads working clinically, growing in psychomotor proficiency as we Wendie Howland
learned to do more tasks, and then beginning to learn the whys and hows. It was a challenge at first. MN, RN-BC, CRRN,
We knew somebody needed oxygen, how to apply it, auscultate breath sounds, and monitor dyspnea. CNLCP, LNCC

But as we learned more about how things work in the physiology of breathing: arterial blood gases, Editor, JLNC

ventilation/perfusion, compensation, acid-base balance, electrolytes, renal contributions to homeo-
stasis, erythropoeitin, the Frank-Starling Law ... we found ourselves moving along the continuum
from novice to expert. We needed a far greater appreciation for the whys and hows of respiration and
all the associated systems that interact with it. That is what made us better nurses.

So it’s turning out to be with EHR. It’s not as simple as we thought, a mechanized method of keep-
ing information. Potential advantages and pitfalls are coming to light - if we haven't figured this out
for ourselves, we have only to look in the newspapers. At this point we have to delve into learning the
whys and hows more deeply to grow in LNC proficiency. So, what's our next area of study?

Metadata. That is, data about data: where it comes from, how it got there, and how to ferret that
out. This is related to metacognition, thinking about thinking: knowing how you know something
and developing higher-order thinking skills. When you are aware of how you think about some-
thing, you can change how you think, expand your scope, do it better.

We LNC:s will always be looking for what's in a record and what ought to be (but isn't). Now
its time to step beyond applying traditional chart review techniques originating in our hospi-
tal-based education and experience. We have to move towards grasping the whys and
hows of EHR systems. We hope this issue will give you a head start on how to think
about that.

Volume 26

You will find opinions here from different perspectives, from authors who think

differently. One author says that knowing the details of EHR screens the clinicians see THE JOURNAL OF
is imperative to understand the case. Another categorically opines that knowing the Legal u I'S? .
screens tells you nothing — it's the metadata if you're looking for the “who did what, Onsu tl

9
who knew what, when, and where” that characterizes most investigative work. Anoth- ——
er describes conflicting opinions handed down in two similar law cases. Another g By
describes the LNC note-taking while going through records. A round table partici- ( x
pant describes how to automate search and retrieve using the robust features of Adobe : ' ELECTRONIC MEDICAL RECORDS
Pro. Your path may travel back and forth as different aspects of a given case unfold.

It may be important that some charting reflects that facts X, Y, and Z are not in
dispute, and that's good to know. However, in another very similar case, it might be
enlightening to discover that some of those facts weren't known or put into play at a
critical time, having been added at a remote terminal where a clinician could not have

seen events first-hand, or at a remote time. One speaker at our annual conference
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LETTERS TO THE EDITOR

PEER REVIEW MATERIALS CONFIDENTIAL

Since the Journal of Legal Nurse Consulting is a peer-reviewed
publication, I found noteworthy the news that Kentucky
Governor Matt Bevin had signed a bill, HB 4, into law on
March 9, 2018, that makes hospital and other health care
organization peer review materials inadmissible as evidence

in medical malpractice lawsuits. The bill resolved that records
and findings of a peer review body may not be subject to
discovery, subpoena, or introduction into evidence in any civil
action, including medical malpractice actions.

As a witness to the work our subject matter experts and
Journal Editorial Committee put into this publication, I

find this new Kentucky law concerning. Personally, I did not
understand the different publication terms of “Open Access”
and “Peer Review” until I became more involved with JLNC
when it became available without a subscription several

years ago. At that time, I incorrectly described the JLNC as
Open Access because it was now accessible to anyone in the
community. I quickly learned that just because AALNC does
not charge a subscription fee, that does not make the JLNC
an Open Access publication. An Open Access publication
charges a flat rate article processing charge that can range from
$8 to as much as $5000 and is associated with less academic
rigot, and more of a“pay to play” speed from acceptance to
publication. The Journal of Legal Nurse Consulting and its
group of professional and expert Legal Nurse Consultant
volunteer peer review committee creates a quality publication
that reflects the expert knowledge in our field. I would
encourage all of our readers to research the laws related to peer
review materials in your state and get involved in such matters
affecting your profession.

Elizabeth Murray BSN, RN, LNCC, President-Elect,
AALNC

ISSN 2470-6248

FROM ECRI

ECRI Institute has worked under contract to the Agency for
Healthcare Research and Quality (AHRQ) to develop and
maintain the National Guideline Clearinghouse (NGC) since
the late 1990's.

By now you may have heard that funding to support the
National Guideline Clearinghouse has not been secured
beyond July 16, 2018, when our contract ends. It is unclear
what AHRQ will do with the NGC Web site after that date.
At this time, there are no plans for its continued operation.
ECRI is currently exploring ways to maintain a guideline
repository. We are in a unique position to utilize our 20 years
of expertise in assessing and summarizing guidelines for the
research and medical communities. Before taking further steps,
however, we are seeking input from people who use NGC or
other guideline resources.

Please take a few minutes to complete our

survey, located at https://survey.ecri.org/
ECRI-Institute-Guidelines-Survey-2018.
aspx?i=d105bc646c034d739e9911dfca48d0e0. The
full survey will appear when you answer question 2. If you
have additional comments or perspectives you'd like to share,
please contact:

Janice L. Kaczmarek, Senior Associate Director, Consulting
and Contract Services ECRI Institute EPC and Health
Technology Assessment Group ECRI Institute Headquarters

5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA,
Tel +1 (610) 825-6000, ext. 5334, Fax +1 (610) 834-1275
E-mail jkaczmarek@ecri.org
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a doctor’s order, all of which violated
decades old and exceedingly clear
national standards of care applicable to

all U.S. hospitals.”

The March-April 2015 RSNA
RadioGraphics contained this caveat:
"Errors in radiology reports may

result in lawsuits for many different
reasons. Inappropriate wording and
unsuitable terminology may lead to
incorrect impressions, resulting in
patient mismanagement. Transcription
errors may completely alter a report,
even if the error is limited to a single
word. For example, “No evidence of
acute appendicitis” may be erroneously
transcribed as “Evidence of acute
appendicitis,” potentially resulting in
unnecessary surgery. The importance
of proofreading one’s reports cannot be
overestimated. Inadequate communication
or even insufficient documentation of
appropriate communication (including
suitable recommendations) in the final
report may result in grievances.”

In The New England Journal of
Medicine article published November
18,2010, Medical Malpractice Liability
in the Age of Electronic Health Records,
Sandeep S. Mangalmurti, M.D., ].D.,
Lindsey Murtagh, ].D., M.P.H., and
Michelle M. Mello, J.D., Ph.D."... explore
the implications for malpractice liability
of four core functionalities of EHR
systems: documentation of clinical
findings, recording of test and imaging
results, computerized provider-order
entry, and clinical-decision support. We
also discuss the ramifications of secure
messaging capabilities integrated into
EHR systems and the overall effects
that may occur as comprehensive EHR
systems become standard.

“Medical errors and adverse events
may result from individual mistakes in
using EHRs (e.g. incorrectly entering
information into the electronic record)
or system-wide EHR failures or “bugs”
that create problems in care processes
(e.g.“crashes” that prevent access to

crucial information). The interface
between paper and electronic records
may also create documentation gaps or
other problems that affect clinical care.

“Messaging systems also affect liability
risk by shaping patients’ perceptions

of their physician. E-mails that are
answered slowly, use boilerplate language
from staff members, or are otherwise
unresponsive to patients’ concerns are
likely to provoke ire and dissatisfaction.
Conversely, highly responsive physicians
may strengthen their relationships with
patients. This may have medicolegal
benefits, since research has linked

a propensity to sue with patients’
satisfaction with their physician and the
physician's communication skills.

“In some malpractice cases, EHR
documentation may establish a
provider's culpability, whereas in
others it may help mount a defense.
Hospitals can monitor system use after
implementation for obvious problems.
Physicians, for their part, must climb
the learning curve. Understanding
how using EHRs may help protect
them from liability, and how misuse
or nonuse may increase liability risk,
should motivate them to do so.™

There are 8 Malpractice Dangers in

Your EHR, according to an article in
Medscape Nurses, August 26, 2014.
These include copying and pasting,
password sharing, ignoring clinical
decision support (CDS), using an EHR
in nonstandard ways, and making input
errors, Some salient points to consider
in the article:

“The Health Insurance Portability

and Accountability Act (HIPAA)
specifically states that the healthcare
provider is the covered entity
responsible for maintaining the integrity
of the patient's medical record — not
the EHR vendor, not the consultant,
not the systems integrator.

“Copying and pasting information

from one electronic record to another

is among the worst things you can do,
clinically as well as legally. One problem
is that incorrect or outdated patient
information may be copied from one
record to another, which can undermine
a malpractice defense. Another is that
copied-and-pasted information can
make patient histories so lengthy that it
can be difficult for the doctor, or other
clinicians, to quickly locate relevant facts.

“In addition, large blocks of text
repeatedly copied in the EHR are easily
revealed by a plaintiff attorney in the
discovery phase of a malpractice suit. It
suggests that you [i.e. the provider] were
not really engaged in patient care and
may cast doubt on anything else you
may say in your defense.”

"Case law establishes that physicians can
be held liable for harm that could have
been averted had they more carefully
studied their patients’ medical records,’
Sharona Hoffman, JD, Professor of Law
& Bioethics at Case Western Reserve
University School of Law in Cleveland,
Ohio, and an expert on the potential
pitfalls of EHR use in liability suits,
wrote in the Berkeley Technology Law
Journal. "For example, Short v. United

""Case law establishes that physicians can
be held liable for harm that could have
been averted had they more carefully
studied their patients' medical records."

— Sharona Hoffman, JD
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The Intersection Between Medicine
and Law: Legal Nurse Consultants’
Roles and Responsibilities

under HIPAA

Linn F. Freedman, Esq. and Kathryn M. Rattigan, Esq.

INTRODUCTION
The legal world and the medical world are

often intertwined—notably in medical
malpractice cases and personal injury
litigation. Since many legal professionals,
judges, and jury members are not always
familiar with the world of medicine, they
will often need help from an expert in that
area. This is where legal nurse consultants
fit into the equation. A legal nurse
consultant is an experienced professional
in the nursing field that is also qualified
to work as a legal consultant on medical
cases and is either current or former
practicing nurses.

Legal nurse consultants help legal
professionals understand and process
information related to medical treatment

| 14 ]

and services and help bridge the gap
between the fields of medicine and law.
Legal nurse consultants may perform

a variety of different services for legal
professionals — from assisting with
medical malpractice cases, toxic torts,
insurance fraud cases, personal injury
cases, and worker’s compensation cases,
to criminal cases — the point is that they
have a wide range of knowledge that is
useful in many different types of cases.

One role of a legal nurse consultant

is to help lawyers gather and analyze
evidence. For example, they will often
obtain medical records, which they can
analyze for any information relevant

to the litigation at hand. They may be
responsible for comparing an individual’s
medical records to the individual’s

THE JOURNAL OF LEGAL NURSE CONSULTING

allegations and deciding whether or not
a claim has enough merit or evidence

to justify a legal cause of action. They
may also examine an individual’s
medical charts for signs of tampering or
malpractice during a medical procedure.
Legal nurse consultants may also review
an individual’s medical history to help
determine whether a claim has merit in
litigation involving health issues. Because
legal nurse consultants have so much
access to health information, we often
get questions about what laws, including
the Health Insurance Portability and
Accountability Act of 1996 (HIPAA)
apply to legal nurse consultants and
when and how they may apply. Because
there is so much confusion in this area,
we will try to help clear up some of the
confusion in this article.






under HIPAA. Therefore, if a legal
nurse consultant is an employee of a
legal professional or law firm, s/he is
required to adhere to HIPAA and the
business associate agreement entered
into between the health care client and
the law firm business associate.

If the legal nurse consultant is hired
independently by a legal professional

or law firm to participate in litigation
and that legal nurse consultant will have
access to PHI that the law firm received
from a covered entity client, HIPAA
requires that the law firm execute a
HIPAA subcontractor agreement—
the legal professional/law firm as the
business associate and the legal nurse
consultant as the subcontractor--
before any PHI is transmitted to the
legal nurse consultant. The terms of a

HIPAA subcontractor agreement are
statutorily required and usually include:

+ Development and use of appropriate
physical, technical and administrative
safeguards to protect PHI (see 45
C.ER.164.308,164.310, 164.312,
164.314 and 164.316);

+ Reporting breaches of PHI and/or

security incidents involving PHI;

+ Providing access to PHI in a
designated record (see 45 C.ER.
164.524);

+ Making amendments to PHI in a
designated record (see 45 C.ER.
164.526);

+ Documenting disclosures of PHI
in order to respond to requests for
an accounting of disclosures (see 45

C.ER. 164.528);

DETERMINATION OF

Economic Loss, Lost Income, Loss of Earning Capacity
of present & future value of damages

41 Years Experience

e Life Care Planner
(Assessment of Future Medical)
¢ Vocational Expert
e Forensic Economist
¢ Functional Capacity Evaluator
¢ Medical Projections
¢ Expert Testimony

Ronald T. Smolarski

MA, CLCP, CRC, CDEII, ABVE, ABMPP, CVE, CRV, CCM

1-800-821-8463

Email: ron@beaconrehab.com
www.beaconrehab.com
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What does this mean for legal nurse
consultants? It means that if the legal
nurse consultant is a solo consultant,
and works as a subcontractor to

a business associate law firm who
may have access to PHI, the legal
nurse consultant is required to sign

a contract that says that s/he has

a HIPAA compliance program

in place. A HIPAA compliance
program includes implementing
required policies and procedures that
comply with the HIPAA Security
Rule, a written breach notification
program, and HIPAA training for
any personnel who have access to
PHI. This is an important note as
many legal nurse consultants are not
aware of the legal obligations imposed
on them when they sign a business
associate agreement.

State laws also play a role in a legal nurse
consultant’s data privacy and security
responsibilities, which are rapidly
changing. Often, legal nurse consultants
are not aware that state laws exist or are
applicable to them:

+ State data security regulations
such as the Massachusetts Data
Security Regulations, 201 CMR
17.00, the Rhode Island Identity
Theft Protection Act, R.I.G.L. §
11-49.3-1, Connecticut data security
regulations, Connecticut Public
Act No. 15-142, and the California
data security regulations, Cal. Civ.
Code § 1798.81.5 may apply to a
legal nurse consultant’s handling
of PHI and other personally
identifiable information.

+ State specific laws relating to
sensitive health information
including HIV/Aids, substance
use disorder, sexually transmitted
diseases, genetic, behavioral and
mental health, family planning and
minors’ information have specific


http://www.beaconrehab.com

The bottom line is that legal nurse consultants are usually subject
to HIPAA and state laws applicable to the access, use and

disclosure of health information, as well as contractual provisions
set forth in business associate agreements.

provisions around the use and
disclosure of this information.

+ State data breach notification laws
could also be triggered — currently
there are 50 different state laws
related to notification of a breach to
individuals and government and/or
law enforcement agencies, and many
of them include health information.

Legal nurse consultants who implement
HIPAA policies and procedures may
wish to confirm that there are no other
obligations pursuant to state laws such
as these.

CONCLUSION

Nurse consultants who provide health
care services to patients are generally
considered a covered entity under
HIPAA and are required to follow
and adhere to the HIPAA Privacy and
Security Rules when accessing, using
and disclosing PHI of patients.

As a legal nurse consultant, whether
you are working for a law firm, or
working on your own, when you

have access to PHI from a covered
entity client, your law firm or you are
required by HIPAA to enter into a
business associate agreement with the
covered entity health care client that
requires certain privacy and security
measures be put in place to protect the
PHI. As a business associate who is
receiving PHI directly from a covered
entity, you are independently required
to comply with the HIPAA Security
Rule, which includes having a HIPAA

compliance program in place. Further,

if your law firm employer or you as
an independent consultant discloses
PHI to subcontractors (which can be
a business or an individual), you are
required by HIPAA to enter into a
HIPAA Subcontractor Agreement
with that entity or individual. A
common scenario would be sending
medical records to an expert witness
to review and provide an opinion. If
PHI is sent to that expert witness,

a subcontractor business associate
agreement is required before the PHI
can be sent to the expert witness. The
way to think about it is to follow the
PHI—if you are disclosing PHI to

a third party, a written agreement
that sets forth privacy and security
provisions for the protection of the
PHI, as required by HIPAA, must be
secured before the PHI is disclosed.

The bottom line is that legal nurse
consultants are usually subject to
HIPAA and state laws applicable
to the access, use and disclosure
of health information, as well as
contractual provisions set forth

in business associate agreements,
Therefore, it is important to be
aware of and comply with the laws
applicable to your work.

Kathryn M. Rattigan JD is
a member of the R&C’s
Business Litigation Group
and Data Privacy +
Cybersecurity Team,
advising clients on data
privacy and security, cybersecurity, and
compliance with related state and
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federal laws. Ms. Rattigan also provides
legal advice regarding the use of
unmanned aerial systems (UAS, or
drones) and Federal Aviation
Administration (FAA) regulations.

She represents clients across all
industries, such as insurance, health
care, education, energy, and
construction. She can be reached at
krattigan@rc.com.

Linn Freedman is Chair,
Data Privacy &
Cybersecurity Team at
Robinson & Cole, LLP. She
practices in data privacy
and cybersecurity law, and
complex litigation. She is a member of
the firm's Business Litigation Group and
chairs its Data Privacy + Cybersecurity
Team. Ms. Freedman focuses her
practice on compliance with all state and
federal data privacy and security laws
and regulations, as well as emergency
data breach response, mitigation and
litigation. She also counsels clients on
state and federal investigations and
enforcement actions. Ms. Freedman
works with companies and organizations
to adopt a risk management approach
to precisely frame the purpose and
means for the collection, maintenance,
transfer and disposal of high-risk data
throughout their organization. She
advises them to identify high-risk
data—both paper and electronic—and
to implement measures to protect it and
help them develop defensible, and
reasonable, approaches to comply with
constantly evolving regulatory
requirements and the risk of a data
breach. She can be contacted at
LFreedman@rc.com
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EMRs and Litigation: Issues
Decided and What's Next

Matthew P. Keris, The Legal Intelligencer

http://www.thelegalintelligencer.com/id=1202754544467/EMRs-and-Litigation-Issues-Decid-
ed-and-Whats-Next?slreturn=20160609173931

ollowing President George W.
F Bush's 2005 mandate, nearly
every health care system has
converted from hard copy paper records
to an electronic medical records (EMR)
system. We are now beginning to receive
guidance from the appellate courts
on how to handle some of the unique
EMR litigation issues. The following
is an overview of EMR cases that may
impact the standard of care in medical
professional liability cases.

ATTEMPTS TO DENY
DOCTOR ACCESS TO EMR

One of the goals of EMR adoption
was to make the patient's entire chart
accessible so physicians would have

a complete medical history at their
fingertips. In a novel argument, a
patient sought to limit his doctors from
accessing his complete EMR record
in Ortega v. Colorado Permanente
Medical Group, 265 P.3d 444 (Colo.
2011), arguing that he did not waive
the privilege to records for treatment
rendered in another state at an
earlier time.

In Ortega, the plaintiff sued his Kaiser
physicians, who were a part of a
multi-state provider of health services.
Kaiser boasted an integrated EMR
that enabled the plaintiff's Colorado
physicians to access his records from a
California Kaiser facility. The plaintiff
notified the defendants that he did not
waive the physician-patient privilege
regarding his California records. The
Colorado Supreme Court held that

Ernest Ortega could not prevent

the defendants from accessing the
California EMR information in
preparing their defenses. Because Mr.
Ortega’s Kaiser physicians had access to
the complete EMR when treating him,
all of the plaintiff's EMR information
was relevant to the defendants in
preparing their defenses. The Ortega
decision illustrates that a patient cannot
raise privilege and deny a physician's
use of the entire EMR in preparing a
medical defense if it was accessible at
the time of treatment.

FAILURE TO FOLLOW
EMBEDDED EMR
WARNINGS

EMR systems typically have embedded
warning systems that provide health
care providers with notice of potentially
detrimental patient outcomes, most
commonly to prevent medication errors.
When this occurs, the EMR will require
acknowledgement of the warning and
either a modification of the treatment
based on the warning or an override
that allows the treatment as suggested,
despite the warning,

Failure to acknowledge the embedded
warnings may create a new standard of
care theory of liability. In Kolozsvari v.
Doe, 943 N.E.2d 823 (Ind. Ct. App.
2011), pharmacists repeatedly ignored
and overrode embedded warnings
regarding medications and failed to
provide the suggested instructions to be
given to the patient from the EMR. The

pharmacists moved to have the matter
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dismissed, arguing that there was no
duty to warn the plaintiff of the dangers
from the embedded EMR warnings, but
the Indiana Court of Appeals disagreed.
The court held that the standard of care
could include the duty to acknowledge
and report the embedded EMR
warnings to the patient. Other courts,
when posed with this issue, may make
an identical ruling and recognize the
failure to acknowledge EMR warnings
as a factor for the jury to consider in
determining whether the standard of
care has been breached.

NO PRECOMPLAINT
DISCOVERY OF 'LIVE' EMR
SYSTEM USE

The majority rule regarding pre-
complaint discovery is that it shall

be limited to what is necessary for

a plaintiff to draft his or her initial
pleading, and this general rule has not
been disturbed with the adoption of
EMR systems. In re Clapp, 241 S.W.3d
913 (Tex. App. Dallas 2007), is another
example where a court seems reluctant
to break from long-standing precedent
despite the adoption of new technology.

In Clapp, the plaintiffs sought to
conduct precomplaint discovery, which
included requests for a videotaped
deposition of a custodian of records
utilizing the EMR system and a copy
of the entire native EMR data. The
defendants objected to the request of
the patient information as violative of
Texas R. Civ. P. 202.1, which sets the

parameters of precomplaint discovery.


http://www.thelegalintelligencer.com/id=1202754544467/EMRs-and-Litigation-Issues-Decided-and-Whats-N
http://www.thelegalintelligencer.com/id=1202754544467/EMRs-and-Litigation-Issues-Decided-and-Whats-N
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Similarly, systems may establish security
for specific elements of a medical
record. Users may need to have specific
permission to view records related to
behavioral health issues or encounters,
or there might be restricted access to
sensitive lab results, such as HIV status,
pregnancy, or substance abuse assays.

What about the needs of our attorneys
and all their medical-legal discovery
requests? Well, those cases could
benefit from the types of information
generated by reports based on the
already-established criteria. Data from
audit trails and reports reflect the truth,
the whole truth, and nothing but the
truth. Audit trails and reports can
prove valuable in litigation, but only if
someone can understand and interpret
the data.

At this time, there are no industry
standards for how audit data is
produced when requested. While that
might not make much sense to the
medical-legal community, remember
these audit reports, and the technology
behind them, were not developed for

KEEP
CALM

THE TRUTH

IS
OUT THERE

AND AN EXPERT WILL FIND IT

outside review. These reports were
intended to assure compliance with
facility- and industry-based standards.
EHR audits are also used to track
actions and results against local, state,
and national policies and laws. The
reports are often used to produce
information and statistics on many
levels, including large health delivery
system-levels, individual facility levels,
user levels, and even specific patient
chart level.

+ An accreditation agency may
want to know the national average
for the time between emergency
department arrival and initial ECG
for all patients over the age of 40
later admitted as inpatients with
a diagnosis of acute myocardial

infarction (AMI)

+ 'The state department of health is
interested in the same data, broken
down by hospital size (number of
impatient beds).

+ A healthcare organization with
multiple emergency departments
might want its own statistics
with cumulative and individual
facility results

+ A specific hospital wants to
monitor that same parameter by
day of the week and time of day of
patient arrival

+ The medical director could be
interested in that data but wants
to see a report based on which
attending physician was on duty

+ The nurse manager might be
interested in evaluating triage
competency in terms of recognizing
AMI symptoms and the time to place
a protocol order versus the physician-

placed order.

None of those reports will fit a
“standard” format, but the ability to
produce reports based on actual data is
of significant value across the board.

Our colleagues in the medical-legal
community, regardless of which side
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they represent, may benefit from the
availability of that data. For example,
wouldn't it be good to know:

+ When and where the ECG order

was placed
+ Who placed the order
+ What specific order form was used

+ When and where the procedure was
started and completed,

+ When the ECG reading was

documented

+ How many attempts were made to
get a reading of acceptable quality

It is not enough to know how to use the
system or how data is entered. In fact,
that is often irrelevant, From the medical-
legal perspective, there is often a need for
an expert who can assist in identifying
and obtaining the information and can
then find the facts to either support or
rebut allegations. That expert knows how
the data is generated, how it is reported,
and how it can be of value to either
plaintiff or defense teams. These specially
qualified individuals know how to read
and translate seemingly endless rows

and columns of letters and numbers, and
how those individual data points relate to
what is seen when the medical record is
produced. Those experts also understand
how the sub-systems, integrated
applications, and interfaced third-party
programs can provide additional and

highly relevant data.

It is of significant interest to note
there has been some discussion of late
about locating experts knowledgeable
about the EHR systems from the
user’s vantage point. From the clinical
perspective, it might be important to
locate someone familiar with the data
entry avenues and elements, such as
what the flowsheets look like, what
drop-down menus are available, or what
default text or settings are in use.

In reality, no attorney or legal nurse
consultant should assert fault or






FEATURE

Audit Logs

Scott Greene

Audit logs and metadata are key to proving when changes were made in a patient’s electronic chart.
This is a brief discussion about audit logs, what might be contained in them, and how to ask for them.
In addition, we will examine a case example to show how changes were covered up. The biggest items
to be covered are how to ask for records and to recognize the ease in which they can be altered.
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An Application, Module, Sub-System
field generally holds information about
which module or subsystem of the
EMR system the caregiver is using.
These fields can contain entries such

as “Microbiology” or “Radiology,” or
they may be more descriptive such

as “Microbiology: Result Entry” or
“Imaging: Transcription.”

Event, Event Name, Event Type, and
Task fields are usually abbreviations or
codes that relate to the screens that the
user is using to view or make entries,
such as“View Encounter: Open Chart,’
or “Lab Inquiry: View Results.”

Ask for what we call the lookup tables
for each field that contains code, so

we can translate “ED” to “Emergency
Department” and know whether
“SGreene” translates to “Scott Greene”
or “Sarah Greene.”

SO YOU WANT AN AUDIT
LOG... WHAT MUST YOU
ASK FOR?

Typically firms ask for an “Audit Log” or
an “"Audit Trail” for the desired patient
or MR# from the time of admission
through the present date. This will show
whether any changes were made to the
medical record after the patient was
discharged or was no longer under the
care of the physician.

Ask for the information in two different
formats. First ask for the datain a
printed format. This may be a PDF
version. Also ask for a Comma Separated
Value (CSV) file to be imported into
Excel for sorting, filtering, and further

analysis. Comparing the PDF with the
CSV can help ensure the integrity of the
data in the CSV. However, if the PDF

is merely a printout of the CSV file, this
integrity check is impossible.

If it is possible, and generally it is,

we also obtain the data in its native
format. While this will not be helpful

to the average lay person, from a digital
forensics viewpoint, it can be very telling.
It contains additional information,
including metadata, that will generally
not be exported by the audit log
production module of the EMR system.

REQUEST FOR
PRODUCTION.

A typical request for production may

look like this:

Al information in your possession
regarding your patient Jane Smith.  isis
specifically intended to require production of
information beyond what may be deemed
the medical records or the “designated record
set” If you maintain an electronic medical
records system, this request for production

is intended to require the production of
every possible data set (or categories of data)
that your electronic medical record system
can provide. If you claim that information
in your possession is privileged or work
product, provide a privilege log specifying
the privileged items.

OBTAIN PRINTOUTS
AND PRINT SCREENS
OF THE EMR

There are generally print functions built
into the EMR system. The outputs

from these vary. As a general rule each
module prints a report of activity sorted
in chronological order. These printouts
should be a complete detailed register of
the information entered by health care
personnel. It should also include all data
and entries from all connected systems
and standalone data collection points,
such as vitals collected for the patient
from monitoring systems.,

Sometimes print screens can give the
parties additional information that may
not print out. Further, print screens can
show what the EMR system displays in
its various modules. Print screens also
help show how the users see the data on
the screen. Note, however, that what the
screens look like today is probably not
what they looked like when the patient
was in care. Systems and their screens
are constantly updated.

USING AN AUDIT LOG
IN LITIGATION

Audit logs can help bolster or refute a
claim that procedures were performed at
the times that the physician states they
were performed. In addition, audit logs
can sometimes show if someone involved
with the patient’s care altered or modified
data when they shouldn't have.

BACK-DATED ENTRIES

A female patient went to see her Primary
Care Physician (PCP). An issue was
discovered during a mammogram. The
patient maintained she never spoke

to the PCP about visiting a specialist
regarding the breast mass. The PCP,

however, maintained she had contacted

Data should be generally consistent throughout the production.
Changes in formatting, columns, and the data in the columns may

be cause for concern.
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Figure 1.

the patient and told her she needed to
see a specialist and gave the patient the
names of two specialists‘

However, the data told a different

story. The system allowed for phone
encounters to be logged into the EMR of
a patient. As part of the phone encounter,
the data entry form allowed the user

to choose a date and time of when the
Phone Encounter occurred. Here, it was
abused. The audit log revealed that the
Phone Encounter was entered into the
system three years after the physician
stated this telephone call occurred.

EDITED OLD ENTRIES

It is not unusual for health care
professionals to examine charts after a
suit is filed. However, this can tempt
the professional to make or try to make
changes to the record. This access, and
the fact that modifications were made,
are recorded in the audit trail.

ISSUES AND RESOLUTIONS

It is not uncommon for facilities to
develop systems not directly connected
to or part of the core EMR system.

For instance, a radiology department
may be contracted with the facility that
maintains their own computer system.
This system, however, should not be
ovetlooked. It likely has its own audit
log function that can be produced from
that standalone system.

In addition, standalone systems can
communicate with the core EMR
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system via the HL7 Interface, a
standard communication interface. The
HL7 interfaces will likely also have logs
for tracking the data exchanges between
systems and the EMR.

These interfaces sometimes fail. The
evidence of such failures will be stored
in the HL7 interface logs. (nttp://
www.hl7.org/)

WHAT TO LOOK FOR
WHEN EXAMINING EMR
AUDIT LOGS

Data should be generally consistent
throughout the production. Changes in
formatting, columns, and the data in the
columns may be cause for concern.

In Figure 1, the date-time column
changes format from an AM/PM to a
24-hour clock midway. Some columns
change format or are missing data

all together. This indicates that the
production was disjointed. It is possible
there were two productions and that the
second production was performed with
different menu choices. It could also
indicate that data between 3:05pm and
7:52pm is missing or has been left out
of the production.
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Federal and many state laws mandate
that covered entities have hardware,
software, and procedural mechanisms
in place to maintain audit trails

for electronically protected health
information.? In addition, there are
requirements to retain this information
for a certain amount of time.* Courts
have required parties to produce
electronically stored information in

a format that includes metadata.’ In
Hinshaw, the court reasoned, “While
certainly metadata is discoverable to
determine if and when documents
may have been altered, that is not the
only reason for production. General
information about the creation of a
document, including who authored a
document and when it was created,

is pedigree information often
important for purposes of determining
admissibility at trial”®

Similarly, in Irwin, the court concluded
that “system” metadata constituted a
“record” subject to disclosure under
the Freedom of Information Law

(FOIL).” Although that case involved

a FOIL request and did not specifically
address whether metadata is subject

to disclosure under the New York’s
Civil Practice Law and Rules, the
court recognized that the production
of a document electronically without
metadata limited the information
provided.? Specifically, the information
would be limited to the “actual text or
superficial content of the document,”
whereas when system metadata is
included, there is a complete record.’

Where discoverability of the EMR
audit trail was the only issue, in Vargas
V. Lee, the court held that the plaintiff
did not satisfy his burden of establishing
the necessity and utility of the

requested audit trail because he did not
distinguish the audit trail’s utility from
that of its corresponding EMR.'® At
issue was the timing and substance of
the plaintiff’s care from May 1 through
May 17, 2012; so the plaintiff requested
the hospital's EMR audit trail."* The
defense objected to disclosing the audit
trail as overreaching, overbroad, unduly
burdensome, and not relevant.'?> The
court reasoned that the plaintiff could
presumably obtain the patient treatment

details from the already produced

EMR and that the plaintiff did not
argue there were authenticity issues

or analogous salient considerations."
Further, the court articulated, “system
metadata production has been
considered relevant when the process

by which a document is created is in
issue or there are questions concerning a
document’s authenticity.™*

In contrast to Vargas v. Lee is Gilbert

v. Highland Hospital.** There, plaintiff
sought discovery of the EMR audit
trail to determine: (1) whether certain
physicians were involved in her care
and treatment and the extent of that
involvement; (2) names and times of
certain entries missing from the EMR;
(3) the accuracy of the information in
the EMR; and (4) the times, locations,
and actions taken by various staff
members not provided on the face

of the EMR.' In granting plaintift’s
motion to compel discovery of the EMR
audit trail, the court found defendant’s
broad objections to production
unpersuasive.'” Specifically, the court
reasoned the EMR audit trail was
relevant to the allegations as pleaded by

1 Vargas v. Lee, 2015 NY Slip Op 31048(U), at *3-4 (N.Y. Kings Cty. 2015).

2 Jeffrey L. Masor, Electronic Medical Records and E-Discovery: With New Technology Come New Challenges, 5:2 HASTINGS SCI. AND TECH. L. J.

245, 253-54 (2013) (citations omitted); Brodnik, Melanie, et al., Fundamentals of Law for Health Informatics and Information Management, AHIMA,
2009, 215; Sandra Nunn, Managing Audit Trails, AM. HEALTH INFO. MGMT. ASS'N, http://library.ahima.org/doc?0id=93266#.WCoK4hEjpyU (last
visited February 27, 2018); Hall v. Flannery, No. 313-cv-914-SMY-DGW, 2015 WL 2008345, *4 (S.D. lll. May 1, 2015).

3 45C.FR. 8§8164.312, 170.210; see 10 N.Y.C.R.R. 405.10.

4 45 C.FR. 8 164.105 (mandating six year retention from the date of creation or date last effect, whichever is later).

5 See Hinshaw & Culbertson, LLP v. e-Smart Tech., Inc., No. 113108/09, slip op. at 5 (N.Y. Sup. Ct. Mar. 27, 2012); Irwin v. Onondaga Cnty. Res.
Recovery, 72 A.D.3d 314, 321 (4th Dep’t 2010); Eason v. Sentara CarePlex Hosp., 88 Va. Cir. 291, 292 (Va. Cir. Ct. 2014); Osborne v. Billings Clinic,
2015 U.S. Dist. LEXIS 38716, *7-12 (Mont. Dist. Ct. 2016); Hall v. Flannery, 2015 U.S. Dist. LEXIS 57454, at *10-12 (S.D. Ill. 2015) (finding audit trail is
not covered by the peer review privilege nor the work product doctrine).

6 Hinshaw & Culbertson, LLP v. e-Smart Tech., Inc., No. 113108/09, slip op., at 4-5 (N.Y. Sup. Ct. Mar. 27, 2012).

7 Irwin v. Onondaga Cnty. Res. Recovery, 72 A.D.3d 314, 322 (4th Dep’t 2010).

8 Id. at 321-22.

9 Seeid..

10 Vargas v. Lee, No. 507923/2013, slip op., at *4 (N.Y. Sup. Ct. June 5, 2015).

11 Id. at *2.

12 Id.

13 1Id. at *4-5 (N.Y. Sup. Ct. June 5, 2015).

14 1d. at 4 (citing Aguilar v. Immigration & Customs Enforcement Div., 255 F.R.D. 350, 354 (S.D.N.Y. 2008)).

15 31 N.Y.S.3d 397 (Monroe Cty. March 24, 2016).

16 See generally id.

17 1d. at 558-60.
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the plaintiff, was material and necessary,
and constituted no fishing expedition.'®
Because who received what information
and when was important to the claims
or defenses of a party, plaintiff met the
standard articulated by Vargas v. Lee."”

Parties should consider requesting

an audit trail in every case, and to

do so during the beginning stages of
litigation. In doing so, however, always
be prepared to deal with objections and
resulting motion practice. An opposing
party might raise objections, such as:

+  erequest is overly broad or
unduly burdensome

+ e information does not exist

The objection that production of the
audit trail is overly broad, unduly
burdensome, or does not exist is
combated by reference to the fed-
eral provisions and any state laws
mandating the existence of the audit

trail and its availability upon request.

If no such audit trail is maintained,
a complaint with the Office of Civil
Rights of the U.S. Department of
Health and Human Services should
be filed.

e audit trail is not relevant

e audit trail is not part of the
medical record

The response to the production of
the audit trail as being irrelevant

or not part of the medical record

is that the audit trail provides a
complete record of the client's EMR,
as articulated by the cases above.
The information in the audit trail
can lead to potential witnesses,
specific timelines, and locations of
events within the healthcare facility.
The information can also refresh

or challenge the recollections of

the witnesses involved and create
reasonable inferences about what
knowledge witnesses had and when

the knowledge was acquired. By
understanding the actions taken by
certain providers, when, and where,
more meaningful discovery can

be uncovered.

When requesting an audit trail, be
specific in your request. This will not
only prevent you from getting useless
information, but will also make it
more difficult for the opposing party
to object. To enable you to be specific
in the request, first obtain the policies,
procedures, and legends maintained
by the facility on electronically stored
information, metadata, and audit trails
and research the facility’s software
system. Equipped with this knowledge,
you can customize your request

using the specific language relevant

to your particular facility and case.
The request should be made for the
unaltered native electronic format of
the audit trail.

While there are many benefits to
requiring the creation of EMR audit
trails, there can also be downsides.
For instance, an audit trail may be
undermined if healthcare providers
allow the audit function to be turned
off, the software to be modified, or if
alterations are made deliberately or
because of error. Keep these potential
downsides in mind when analyzing
the information provided in the
audit trail and carefully scrutinize
the data produced for correctness
and accuracy. It may be useful to
request the capabilities of heath care
facilities to edit or disable the audit
trail or whether the audit trail has
been customized.

18 Id.
19 Id.

20 See Hon. John M. Curran and Mark A. Berman, Gremlins and Glitches Using Electronic Health Records at Trial, NYSBA Journal, at 23 (May 2013);
Karam v. Adirondack Neurosurgical Specialists, P.C., 93 A.D.3d 1260 (N.Y. 4th Dep’t 2012).

21 Id. at 1260-61.
22 Id. at 1260.
23 Id. at 1261.
24 |d. at 1262.
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the audit trail portion of the medical record. The Court
found that peer review privilege and work product doctrine
did not prevent production of the audit trail. Peer review
privilege generally applies to portions of the medical record
generated by a peer review committee. The work product
doctrine applies to documents prepared in anticipation of
litigation. “The audit trail is not interviews or memoranda,
or even minutes of any meeting: rather it only shows what
person viewed portions of Plaintiff’s medical and when.” So,
based on Flannery, the objections to production of the audit
trail were unsuccessful. However, the decision in Flannery is
not binding on courts in other jurisdictions — and there are
very few cases nationwide that address the production or
admissibility of an audit trail in litigation.

In Picco v. Glenn, 2015 WL 2128486 (D. Colo. May 5,
2015), the defendant hospital sought to avoid having to
produce an audit trail report. The hospital argued producing
the audit-trail report would be overly expensive. However, as
the court noted, parties producing information must produce
it in a reasonably useful format; the hospital was ordered to
produce an audit trail report.

In Moan v. Massachusetts Gen. Hosp., 2016 WL 1294944
(Mass. Super. Mar. 31, 2016), another recent case addressing
audit trails, Massachusetts General Hospital was ordered

to produce:

All audit trails or other documents suficient to identify
each person who accessed (a patient’s) medical records
from October 2, 2014 to the present date; when they
accessed it; during and for what periods of time they
accessed it; what they accessed; and all changes or
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systems built. Some facilities have EMR systems that are not
compatible with their own satellite clinics, making integration
of the two systems complex. LNCs have to remain flexible
and open to quickly learning how to locate and pinpoint the
information we need in the hybrid version we're reviewing.

LNC:s also need to remember that the EMR on our computer
screens looks far different from what providers see as they are
making entries in the clinical setting. We don't see the drop-
downs, pop-up alarms, warnings, options, etc. that appear

as a clinician progresses through multiple steps of an entry.
For example, how easy would it be for a physician to make

an inadvertent click of a mouse and order an adult dose of a
potent medication for a pediatric patient? We've all seen such
catastrophic cases on the evening news. While we could try

to obtain visuals of computer screen shots from the facility to
help explain and defend how such an error may have occurred,
with the inevitable delays of litigation, LNCs need to realize
that EMR system upgrades may have occurred meanwhile and
made retrieval of that exact screen no longer available. This is
another reason of why metadata is so important.

AUDIT TRAIL CHALLENGES

Using audit trails is a hot topic getting a lot of attention in

this journal and others. (See Greene, p. 24, Niebel p. 28, and
Seaver, p. 20, Ed.) There are experts to detect when data is
added, deleted, or otherwise manipulated. On a basic level, the
LNC needs to know that the audit trail can be very helpful in
determining which providers did what, where they did it, and
exactly when they did it. The audit trail can provide a precise
timeline of when tasks are recorded. However, defense may
note that this function may not be true of all EMR systems

or may be overly burdensome to access and/or provide (See

Niebel, p. XX, Ed.).

Because of the precision of the audit trail information,
timelines in the EMR can be difficult to defend. Obviously,

a task cannot be performed and recorded on a computer
simultaneously. The EMR documents entries to the very
minute. Often, however, the documentation reflects some
time delay. If a nurse actually inserts an intravenous catheter
into a patient'’s vein at 1145, it will take a few more minutes
before it is secured and locked or fluids or medications begun.
Realistically, the time could be 1200 or later before the entire
task is completed and an EMR entry made. Depending upon
the order of entry, it may appear a stat intravenous medication
was given before the IV was started. Defense LNCs need

to provide a reasonable explanation of how such apparent
discrepancies can occur.

One such apparent discrepancy results when hospitals
integrate continuous bedside monitoring systems into the

VOLUME 29 ISSUE 2 | SUMMER 2018 37








http://www.craigball.com/metadataguide2011.pdf
http://www.craigball.com/metadataguide2011.pdf
http://www.craigball.com/Lawyers%20Guide%20to%20Forms%20of%20Production_Ver.20140512_TX.pdf
http://www.craigball.com/Lawyers%20Guide%20to%20Forms%20of%20Production_Ver.20140512_TX.pdf
mailto:Ed.c%40ncrpc.com?subject=
mailto:whitewatchlnc%40gmail.com?subject=

Round Table: How LNCs Work With
Electronic Health Records (EHR)

Patricia Ann “Stormy” Green, BSHS, RN, RNFA, LNC

Keywords: EHR, electronic medical records, legal nurse consulting, LNC

We polled practicing legal nurse consultants (LNCs) to learn how they manage electronic health records
(HER). Their responses are summarized in this article.

ROUND TABLE: HOW LNCS
WORK WITH ELECTRONIC
HEALTH RECORDS (EHR)

We polled AALNC members and
posted to popular LNC listservs to
explore how practicing LNCs manage
when working with electronic health
records (EHR). Respondents were
generous with offering their ideas

and experience. Many responses were

similar, so we summarize them here.

Question #1: You are given 12,000
pages of EHR and you cannot read
them in the allotted time. How do
you find, extract, and organize the
information you need?

As one respondent pointed out, 12,000
pages on a disk will roughly translate

to 24 reams of paper! While so many
pages may seem overwhelming at first,
take heart. Not every page will contain
data you will need. Also, there is often
much duplication in EHR so the actual
information may be less than it first
appears. Tips for working with the
documents and how to home in on
pertinent information will be presented
throughout this article.

If the records have not already been
organized and bookmarked, some
responders suggest the attorney pay
a paralegal to prepare the records,

as an LNC will cost more. Most
responders who organize the records
themselves use Adobe Pro with PDF
files. Preparation typically begins by

using the optical character recognition
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(OCR) feature in Adobe Pro, and then
an index is embedded. With these two
actions completed, it is much easier

to maneuver within the documents.
The LNC can now search for terms,
copy and paste, extract passages or
pages, and more. To learn more about
how to organize medical records, see
“Organizing Hospital Medical Records”
by Katy Jones at www.Inctips.com/
MedRecHospital.

Even if the records arrived already
organized or bookmarked, respondents
often were not confident with the
organization's method of classifying
pages. Here, the LNC will usually apply
personal bookmarks, highlight passages
in yellow, or add “sticky notes” if the
document allows. If the document does
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