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Confidentiality Policy

All employees, consultants, and contractors who may have access to confidential information are required to read this statement and sign the Confidentiality Agreement appended hereto attesting to acceptance of this agreement.

Attorney Client:  Refers to the attorneys or attorney firm which is the client of LNC Company Name.
Contractor:  Refers to any person or business entity performing work on a contract basis for LNC Company Name.
Consultant:   Refers to any person or business entity performing consulting work for LNC Company Name.
Employee:  Refers to anyone employed full-time, part-time, whether on a temporary or permanent basis by LNC Company Name. 

Patient:  Refers to the injured party who is the client (or whose parents, guardians, or survivors are the clients) of the attorney-client of LNC Company Name.
1. All employees, consultants, and contractors who may have access to confidential information shall be advised of their responsibility to maintain the confidentiality of all LNC Company Name data and information, including but not limited to the private medical information of patients, as well as any information deemed proprietary to LNC Company Name.
2. All employees, consultants, and contractors are to be informed prior to employment or contract execution of the confidentiality of private medical and legal information and the rules and regulations regarding their use.  All employees will receive instruction on procedures on the appropriate handling and safeguarding of confidential information and will be apprised of their responsibility for maintaining strict confidentiality of practice and client data.  

3. Only designated managers, staff, consultants, and contractors are authorized to review medical or legal records of patients represented by the attorney-client of LNC Company Name.  All such personnel are to be trained in the proper handling of medical records and will continue to receive such training as necessary.

4. All medical information that identifies specific patients, practitioners, and institutions is strictly confidential and subject to all applicable local, state, and/or federal code/regulations.  No medical or legal records, in part or in
whole, may be removed from the offices of LNC Company Name, without consent to Release Medical Records form signed by the patient or the patient’s designee (Attorney-client) unless disclosure of patient-specific information is a necessary part of the provision of services to the patient through the attorney-client. 

5. If, during work or activities with LNC Company Name, an employee, consultant, or contractor encounters private medical information about a patient in which there is a conflict of interest (e.g. the patient or patient’s family member(s) is/are personally known by the employee, consultant, or contractor), s/he must identify such conflicts immediately and exclude her/himself from any further involvement in the review of information, including any role in any adjudication or legal interests in the case.

6. A patient’s condition is private and will not be discussed with anyone, including but limited to, any staff member or office visitor who does not have an explicit need to know.  Discussions with family member are held in the presence of or with the consent of the patient.  Staff and visitors may not have casual conversations about patients or their conditions, especially in front of other patients or attorney-clients.  If a person not explicitly having a need to know asks about a patient’s condition, staff will politely refuse to answer.  All personal information, clinical notes, and billing data are confidential and will not be communicated to anyone without the patient’s written consent, or unless otherwise authorized by attorney-client, state or federal law or regulation.  

7. Any breech of confidentiality observed within the office shall be immediately reported to (LNC, Credentials).  Violation of patient confidentiality is grounds for termination and may be subject to federal and /or state fines and penalties.  Any consultant or contractor found in violation of this confidentiality statement and related policies will be excluded from the practice’s panel of consultants and contractors.
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