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Volvo Data Breach linked to Ransomware Attack
Approximately 870,000 email records were leaked exposing SSN # of 

employees

 AWS – Amazon Web Services, the words most comprehensive cloud platform

ManPower, Lansing Michigan, Ransomware attack, stole 500 GB of sensitive 
corporate and client date, including passport scan, SS#’s and IDs

 Farmers Insurance, A salesforce related supply chain attack, exposing 
personal data including names, DL #’s with birth dates.
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How  do you protect  your private informat ion?

Your personal cell phone?

Your banking information?

Your credit card company information?

Your social media..Facebook, Instagram, etc

Do you change or update your password for these platforms? 
If so, how often?
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Let’s start back at the beginning

 The State of Tennessee went live in 2013 with what they thought was a finished EDRS system
 - Within 2 months it crashed

You mean it 
had to have 
a state file 
number and 
be secure??

 So the entire system was put on the shelf for a 
couple of years and brought back out in 2015.

 A new team was put in place to re-launch this 
much needed project, but this team also had little 
experience with what was to become this State’s 
new electronic system.



 1st group to work with was the Funeral Directors and Funeral Homes
 Approximately 2000 or so Directors

 We worked with the licensing board to get contact information for each Funeral Home and Director and 
mailed user agreements to them to complete and return

 We then processed those agreements but didn’t send the links to activate their accounts until a couple of 
days before our go live date.

 This went extremely smooth, however we were still doing “drop to paper” for the certifiers so we needed to 
get our physicians on board as well.

How hard could that be?



TIME TO GET OUR PHYSICIANS ON BOARD

 We gathered statistics on how many medical providers would need access to our system through an 
access program

 We had approximately 6000 certifiers that had certified a death event over the last couple of years

 We had medical providers that completed over 2000 certificates a year to those that only did 1 per 
year

 Remember, that this team processing these were not as experienced as we should have been.  Mass 
trainings started but we did not want to grant access to early, so accounts were not established at that 
time

 Hind-sight is never as it seems



How hard could that be?

Yes, that is exactly what we did!!



Huge Learning Lesson

 All pin #’s had to be changed immediately

 Links had to be sent to all users to change their 
security information immediately

 This caused our go live date to be pushed back a 
couple of weeks





How hard could that be?



How hard could that be?



How hard could that be?



How hard could that be?



You’ve sent  me a  
user agreement , 
but  w ho are you 
really and w hat  do 
you w ant  w ith this  
access?



How hard could that be?



WHAT ABOUT DOCUMENTS SUBMITTED FOR AUTHENTICATION

The IRS recently sent us two birth certificates that wanted us to validate as 

authentic.  

An individual filed her taxes and claimed two children that I guess had not been 

submitted previously.  

The IRS wanted her to submit copies of the children’s birth certificates; this is what 

she submitted.



How hard could that be?



How hard could that be?



To help identify information on certificates, we created spreadsheets with important information that was quick 
and easy to locate.

How hard could that be?



How hard could that be?



How hard could that be?



How hard could that be?
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