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Goals
• What evidence is available?
• How do we get that evidence?
• How do we introduce that evidence?
• Special issues
• Case study









What 
evidence 
is 
available?
On device versus 
on a network



I know that’s 
a blackberry



What 
evidence 
is 
available?
On device versus 
on a network



Local storage versus cloud storage



On device versus business records



Business 
data





Computer 
records









Email









Messaging







Text 
Messages







Phone calls











Geolocation



Geolocation
• Geolocation refers to the identification of the geographic location of a user 

or computing device via a variety of data collection mechanisms.



Snapmap



Google 
location 
history



Apple 
location 
history







• 80% of 
Alphabet’s 
revenue comes 
from Google ads.  
$147 billion in 
2020.





Geofence



Year Google Geofence 
Warrants

2018 982

2019 8,396

2020 11,554



Other 
location 
tracking





iVe-Mobile 
App





Available on a 2020 F150



Available on a 2020 F150



Available on a 2020 F150



iVe-Mobile 
App











Videos



How do we legally 
obtain the evidence?





On device versus business records



Fourth Amendment

• The right of the people to be secure 
in their persons, houses, papers, and 
effects, against unreasonable 
searches and seizures, shall not be 
violated, and no Warrants shall issue, 
but upon probable cause, supported 
by Oath or affirmation, and 
particularly describing the place to 
be searched, and the persons or 
things to be seized.



Fourth Amendment

• The right of the people to be secure 
in their persons, houses, papers, and 
effects, against unreasonable 
searches and seizures, shall not be 
violated, and no Warrants shall issue, 
but upon probable cause, supported 
by Oath or affirmation, and 
particularly describing the place to 
be searched, and the persons or 
things to be seized.



Fourth Amendment

• The right of the people to be secure 
in their persons, houses, papers, and 
effects, against unreasonable 
searches and seizures, shall not be 
violated, and no Warrants shall issue, 
but upon probable cause, supported 
by Oath or affirmation, and 
particularly describing the place to 
be searched, and the persons or 
things to be seized.



Search and Seizure

• U.S. v. Jacobsen, 466 U.S. 109 (1984)
• Opening a package was a search, but 

ok because private carrier did it.



Search and Seizure

• “A “search” occurs when an 
expectation of privacy that 
society is prepared to consider 
reasonable is infringed. A 
“seizure” of property occurs 
when there is some meaningful 
interference with an individual's 
possessory interests in that 
property.”

• U.S. v. Jacobsen, 466 U.S. 109 (1984)



Reasonable 
expectation 
of privacy



Search and 
Seizure

• Katz v. U.S., 389 U.S. 347 (1967)
• Electronic surveillance of 

phone booth violated Fourth 
Amendment



Search and 
Seizure

• “For the Fourth Amendment 
protects people, not places. What 
a person knowingly exposes to 
the public, even in his own home 
or office, is not a subject of Fourth 
Amendment protection…But what 
he seeks to preserve as private, 
even in an area accessible to the 
public, may be constitutionally 
protected.

• Katz v. U.S., 389 U.S. 347 (1967) (citations 
omitted).



Search and 
Seizure

• Police look through 
window blind to see 
defendant bagging cocaine.

• Defendant was guest at 
apartment.

• No reasonable expectation 
of privacy.

• Minnesota v Carter, 525 
U.S. 83 (1998)



Search and 
Seizure

• If there is a reasonable 
expectation of privacy, 
you must have either 
have a warrant or a 
legally recognized 
exception to the warrant 
requirement



Exceptions
• Incident to arrest
• Plain view
• Third-party
• Private search
• Consent
• Exigent circumstances



Reasonable 
expectation 
of privacy 



Search and 
Seizure

• Police use Thermovision to look 
for marijuana grows.

• “Where, as here, the 
Government uses a device that 
is not in general public use, to 
explore details of the home that 
would previously have been 
unknowable without physical 
intrusion, the surveillance is a 
“search” and is presumptively 
unreasonable without a 
warrant.”

• Kylio v. U.S., 533 U.S. 27 (2001)



Search and 
Seizure
Riley v. California, 573 
U.S. 373 (2014)



Exceptions
• Incident to arrest



Chimel v. 
California(1969)

• Search area 
within immediate 
control

• Remove weapons
• Prevent 

destruction of 
evidence

• Allowed search of 
entire house



U.S. v. Robinson 
(1973)  &
 Arizona v. Gant 
(2009)

• Applied to search of 
arrestee’s person

• Applied to car search



Riley v. 
California
• “it is no exaggeration to say that 

many of the more than 90% of 
American adults who own a cell 
phone keep on their person a 
digital record of nearly every 
aspect of their lives—from the 
mundane to the intimate…Indeed, 
a cell phone search would 
typically expose to the 
government far more than the 
most exhaustive search of a 
house.”



Riley v. 
California
• “But while Robinson 's categorical rule 

strikes the appropriate balance in the 
context of physical objects, neither of its 
rationales has much force with respect to 
digital content on cell phones… Cell 
phones, however, place vast quantities of 
personal information literally in the hands 
of individuals. A search of the information 
on a cell phone bears little resemblance to 
the type of brief physical search 
considered in Robinson.”

• “We therefore decline to extend Robinson 
to searches of data on cell phones, and 
hold instead that officers must generally 
secure a warrant before conducting such a 
search.”



Exceptions
• Incident to arrest
• Plain view
• Third-party
• Private search
• Consent
• Exigent circumstances





Illinois v. Gates, 462 U.S. 213 (1983)

• “The task of the issuing magistrate is simply to make a 
practical, common-sense decision whether, given all the 
circumstances set forth in the affidavit before him, 
including the “veracity” and “basis of knowledge” of persons 
supplying hearsay information, there is a fair probability 
that contraband or evidence of a crime will be found in a 
particular place.”



Fourth Amendment

• The right of the people to be secure 
in their persons, houses, papers, and 
effects, against unreasonable 
searches and seizures, shall not be 
violated, and no Warrants shall issue, 
but upon probable cause, supported 
by Oath or affirmation, and 
particularly describing the place to 
be searched, and the persons or 
things to be seized.



Groh v. Ramirez, 540 U.S. 551 (2004)

• “This warrant did not simply omit a few items from a list of 
many to be seized, or misdescribe a few of several items. 
Nor did it make what fairly could be characterized as a mere 
technical mistake or typographical error. Rather, in the 
space set aside for a description of the items to be seized, the 
warrant stated that the items consisted of a “single dwelling 
residence ... blue in color.” In other words, the warrant did 
not describe the items to be seized at all. In this respect the 
warrant was so obviously deficient that we must regard the 
search as “warrantless” within the meaning of our case 
law.”



Burns v. United States, 235 A.3d 758 (2020)
Enough to get a warrant?

• It is your Affiant's belief that there is probable cause that evidence 
related to this homicide may be contained in the [“LG”] [“Alcatel One 
Touch”] cellular telephone device. It is also your Affiant's belief that 
obtaining the phone information requested is the least intrusive means 
of establishing namely, but not limited to, who possessed or used the 
device, the subscriber and owner information, the cell phone device 
phone number, incoming and outgoing calls, contact list, all existing 
voice mail and text messages, and videos, photographs and tweets 
contained within the described cellular telephone. Furthermore, it[ ] is 
your Affiant's belief that this information could establish the 
whereabouts of W-2 [Mr. Burns] and W-3 [Mr. Burns's cousin] cellular 
telephones on the night and time of the murder and help identify 
potential witnesses, suspects and confederates yet unknown.



Burns v. United States, 235 A.3d 758 (2020)
Enough to get a warrant?

• 1. All records on the Device described in Attachment A that relate to violations of D.C. 
Code, Section 22-2201 [the first-degree murder statute], including:

• a. any evidence related to the aforementioned homicide that occurred on or about 
November 15, 2015;

• b. any identifying information of the owner/possessor, and or owner/possessor's 
friends[,] acquaintances, and/or relatives;

• c. any information recording the owner/possessor's schedule or travel or location from 
October 1 to November 16, 2015;

• 2. Evidence of user attribution showing who used or owned the Device at the time the 
things described in this warrant were created, edited, or deleted, such as logs, texts, 
tweets, phonebooks, saved usernames and passwords, documents, and browsing 
history;

• 3. Records of Internet activity, including firewall logs, caches, browser history and 
cookies, “bookmarked” or “favorite” web pages, search terms that the user entered 
into any Internet search engine, and records of user-typed web addresses.





Burns v. United States, 235 A.3d 758 (2020)

• “A search warrant for data on a modern smart phone therefore 
must fully comply with the requirements of the Warrant 
Clause. It is not enough for police to show there is probable 
cause to arrest the owner or user of the cell phone, or even to 
establish probable cause to believe the phone contains some 
evidence of a crime. To be compliant with the Fourth 
Amendment, the warrant must specify the particular items of 
evidence to be searched for and seized from the phone and be 
strictly limited to the time period and information or other data 
for which probable cause has been properly established 
through the facts and circumstances set forth under oath in the 
warrant's supporting affidavit.”



Burns v. United States, 235 A.3d 758 (2020)

• “In lieu of facts, Detective Littlejohn simply stated it was his “belief” 
there was probable cause that evidence related to the homicide would 
be found on the phones — specifically, in the phones’ subscriber and 
owner information, call logs, contact lists, voice mail and text messages, 
videos, photographs, and tweets. The detective added it was his “belief” 
this information could establish the whereabouts of Mr. Burns's and W-
3's phones at the time of the murder and “help identify potential 
witnesses, suspects and confederates yet unknown.”

• The affidavits were thus classic “bare bones” statements as to 
everything on Mr. Burns's phones for which Detective Littlejohn made 
a claim of probable cause beyond the three narrow categories of data 
for which the affidavits made proper factual showings. In approving a 
more expansive request, the warrant judge failed to fulfill his 
obligation to make an independent determination of probable cause.”



Burns v. United States, 235 A.3d 758 (2020)

• U.S. v. Winn, 79 F. Supp.3d 904 (2015) “The bottom line is that if Detective 
Lambert wanted to seize every type of data from the cell phone, then it was 
incumbent upon him to explain in the complaint how and why each type of 
data was connected to Winn's criminal activity, and he did not do so.”

• Buckham v. State, 185 A.3d 1 (Del.2018)
• Commonwealth v. Broom, 474 Mass. 486 (2016) “The affidavit points to 

no “particularized evidence” suggesting that the contents of the defendant's 
cellular telephone and specifically the files that police sought to seize or 
search, including the contact list, address book, voice mail, text, and 
electronic mail (e-mail) messages”





On device versus business records



Electronic 
Privacy Act 

(ECPA)

• 18 USC § 2510 – 2523, Title 
I:  Intercept of Live 
Communications

• 18 USC § 2701 – 2713, Title 
II: Stored 
Communications Act

• 18 USC § 3121 – 3127, Title 
III: Pen Register – Trap & 
Trace



18 USC § 2701-2713

SUBSCRIBER DATA TRANSACTIONAL 
DATA

CONTENT



18 USC § 2701-2713

SUBSCRIBER DATA

SUBPOENA



18 USC § 2701-2713

SUBSCRIBER DATA

SUBPOENA

TRANSACTIONAL 
DATA

CONTENT



18 USC § 2701-2713

TRANSACTIONAL DATA

2703(D) ORDER



Carpenter v. U.S., 138 S.Ct. 2206 (2018)

• Getting cell-site location information (CSLI) is a search and 
requires a warrant.

• “Accordingly, when the Government accessed CSLI from the 
wireless carriers, it invaded Carpenter's reasonable 
expectation of privacy in the whole of his physical 
movements.”



18 USC § 2701-2713

SUBSCRIBER DATA

SUBPOENA

TRANSACTIONAL DATA

WARRANT

CONTENT



18 USC § 2701-2713

CONTENT



18 USC § 2701-2713

SUBSCRIBER DATA

SUBPOENA

TRANSACTIONAL DATA

WARRANT

CONTENT

WARRANT



18 USC § 
2705

• Non-disclosure order for 
up to 90 days

• May be renewed
• Application and order 

must specify reasons for 
delay



18 USC § 2703
• Letter from law enforcement officer 

preserves data for 90 days
• One extension
• Submit legal process (include non-

disclosure)



Overbroad warrants

• U.S. v. Shipp, 392 F.Supp.3d 300 (2019) – Facebook records 
– 21,000 pages.

• U.S. v. Irving, 347 F.Supp.3d 615 (2018) – Facebook records 
– should have been limited to the crime being investigated

• U.S. v. Chaves, 423 F.Supp.3d 194 (2019) – Facebook 
records – could have been limited in time, data, users 
requested





Search and 
Seizure

• “For the Fourth Amendment 
protects people, not places. What 
a person knowingly exposes to 
the public, even in his own home 
or office, is not a subject of Fourth 
Amendment protection…But what 
he seeks to preserve as private, 
even in an area accessible to the 
public, may be constitutionally 
protected.

• Katz v. U.S., 389 U.S. 347 (1967) (citations 
omitted).







• Consider adding 
screenshots to 
warrants



United States v. 
Chatrie, 107 F.4th 319
(Fourth Circuit)

• Three step geolocation warrant

• Anonymized location history 30 
minutes before to 30 minutes after 
robbery (19 hits)

• Narrowed down list and got 
anonymized location history from 
60 minutes before to 60 minutes 
after robbery – not tied to geofence 
(9 accounts)

• Narrowed down list and got user 
names and identity information for 
those left on the list (3 accounts)



United States v. 
Chatrie, 107 F.4th 319
(Fourth Circuit)

• Not a search

• Limited to two hours – not 
“all-encompassing record” of 
whereabouts

• Had to opt in to Google 
location history

• No reasonable expectation 
of privacy



United States v. Smith, 
2024 WL 3738050 (Fifth 
Circuit)

• “We hold that geofence 
warrants are modern-day 
general warrants and are 
unconstitutional under the 
Fourth Amendment. ”





Does Carpenter apply to?

• IP address logs/ISP subscriber information?  No – U.S. v. 
Trader, 981 F.3d 961 (11th Cir.2020); State v. Mixton, 250 Ariz. 
282 (2021).

• Mixton: “In sum, Carpenter expressly preserves existing 
applications…and its logic does not extend its exception to 
the third-party doctrine for CSLI information to IP addresses 
and ISP subscriber information. Such information does not 
implicate the privacy interests embodied in the de facto 
omnipresent surveillance generated by “detailed, 
encyclopedic” CSLI information.”





Does Carpenter apply to?

• Pole camera?  Yes.  People v. Tafoya, 494 P.3d 613 (Co.2021)
• “Here, the pole camera surreptitiously recorded the 

curtilage of Tafoya's property all day, every day for over 
three months. The police indefinitely stored the footage 
gathered by the camera and could review it at any later 
date. The camera could pan left and right, tilt up and down, 
and zoom in and out while viewing the footage live. In fact, 
police used these features on both June 25 and August 24 to 
observe Tafoya and Sanchez's actions. We find the extended 
duration and continuity of the surveillance here to be 
constitutionally significant.”





Carpenter v. U.S., 138 S.Ct. 2206 (2018)

• “tracks nearly exactly the movements of its owner.”
• “retrospective quality of the data here gives police access to 

a category of information otherwise unknowable.”
• “this newfound tracking capacity runs against everyone.”
• “Whoever the suspect turns out to be, he has effectively 

been tailed every moment of every day for five years…”



Carpenter v. U.S., 138 S.Ct. 2206 (2018)

• Read 497 F.Supp.3d 345 (granting geofence warrant)

• Read 542 F.Supp.3d 1153 (denying geofence warrant)





The Digital DA

• digital-da+subscribe@groups.io



How do we get 
the evidence 
admitted?



Federal Rules of 
Evidence, Rule 

901

• (b) Examples. The following are 
examples only--not a complete 
list--of evidence that satisfies the 
requirement:

• (1) Testimony of a Witness with 
Knowledge. Testimony that an 
item is what it is claimed to be.

• (9) Evidence About a Process or 
System. Evidence describing a 
process or system and showing 
that it produces an accurate 
result.









Federal Rules of 
Evidence, Rule 

901

• (b) Examples. The following are 
examples only--not a complete 
list--of evidence that satisfies the 
requirement:

• (1) Testimony of a Witness with 
Knowledge. Testimony that an 
item is what it is claimed to be.

• (9) Evidence About a Process or 
System. Evidence describing a 
process or system and showing 
that it produces an accurate 
result.





Federal Rules of 
Evidence, Rule 

902

• The following items 
of evidence are self-
authenticating; they 
require no extrinsic 
evidence of 
authenticity in order 
to be admitted



Federal Rules of 
Evidence, Rule 

902

• (11) Certified Domestic Records of 
a Regularly Conducted 
Activity. The original or a copy of a 
domestic record that meets the 
requirements of Rule 803(6)(A)-(C), 
as shown by a certification of the 
custodian or another qualified 
person that complies with a federal 
statute or a rule prescribed by the 
Supreme Court. Before the trial or 
hearing, the proponent must give an 
adverse party reasonable written 
notice of the intent to offer the 
record--and must make the record 
and certification available for 
inspection--so that the party has a 
fair opportunity to challenge them.



Federal Rules of 
Evidence, Rule 

902

• (13) Certified Records 
Generated by an Electronic 
Process or System. A record 
generated by an electronic 
process or system that 
produces an accurate result, as 
shown by a certification of a 
qualified person that complies 
with the certification 
requirements of Rule 902(11) 
or (12). The proponent must 
also meet the notice 
requirements of Rule 902(11).



Federal Rules of 
Evidence, Rule 

803

• (6) Records of a Regularly 
Conducted Activity. A record of an 
act, event, condition, opinion, or 
diagnosis if:

• (A) the record was made at or near 
the time by--or from information 
transmitted by--someone with 
knowledge;

• (B) the record was kept in the 
course of a regularly conducted 
activity of a business, organization, 
occupation, or calling, whether or 
not for profit;

• (C) making the record was a regular 
practice of that activity;







Explaining to the 
jury









Other 
considerations 
for trial



Always 
consider
You’re only proving that the 
phone was somewhere





Always 
consider
The digital “not my pants” 
defense



Always 
consider
The sheer amount of 
information you have



February
2016
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8
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2016

Monday

8





Name Number Source(s)

Tichina Shephard (Bina Wright) 248-722-6520

Montez Wright #1 248-309-0801 Pawn Ticket

Cell Phones



Name Number Source(s)

Tichina Shephard (Bina Wright) 248-722-6520 Certified Cell Phone Records

Montez Wright #1 248-309-0801 Pawn Ticket

Cell Phones



Name Number Source(s)

Tichina Shephard (Bina Wright) 248-722-6520 Certified Cell Phone Records

Montez Wright #1 248-309-0801 Pawn Ticket

Cell Phones

Between 12/26/15 and 1/30/16 there are 460 calls or texts between 
those two numbers

After 1/30/16 there is only one – a text from Tichina on 2/5. 



January 
2016

Wednesday

20



January 
2016

Wednesday

27



January 
2016

Wednesday

27



Name Number Source(s)

Tichina Shephard (Bina Wright) 248-722-6520 Certified Cell Phone Records

Montez Wright #1 248-309-0801 Pawn Ticket

Montez Wright #2 734-620-5880 KIK messages

Cell Phones

Between 1/27/16 and 2/8/16 there are 28 calls or texts between 
Shephard and Wright’s second phone



February
2016

Sunday

7







Putting it all together



What do you see?







State’s 
theory of 
the case

Defendant’s 
theory of 
the case



State’s 
theory of 
the case

Defendant’s 
theory of 
the case



State’s 
theory of 
the case

Defendant’s 
theory of 
the case



February
2016

Monday

8



February
2016

Monday

8



State v. Montez Wright

State v. Tichina Shephard

CR 2017-005569

State’s Opening Statement



January 
2016

333 East Van Buren
Avondale, Arizona



January 
2016

333 East Van Buren
Avondale, Arizona

Noorun Mukti



January 
2016

333 East Van Buren
Avondale, Arizona

Quik Trip
550 North Dysart

Credit Union West
503 W. Van Buren



January 
2016

Friday

15



Sun City Grand

Avondale Apartment



Montez 
Wright

Andrew Lauro

January 
2016

Friday

29







Name Number Source(s)

Tichina Shephard (Bina Wright) 248-722-6520

Montez Wright #1 248-309-0801 Pawn Ticket

Cell Phones



Name Number Source(s)

Tichina Shephard (Bina Wright) 248-722-6520 Certified Cell Phone Records

Montez Wright #1 248-309-0801 Pawn Ticket

Cell Phones



Name Number Source(s)

Tichina Shephard (Bina Wright) 248-722-6520 Certified Cell Phone Records

Montez Wright #1 248-309-0801 Pawn Ticket

Cell Phones

Between 12/26/15 and 1/30/16 there are 460 calls or texts between 
those two numbers

After 1/30/16 there is only one – a text from Tichina on 2/5. 



January 
2016

Wednesday

20



January 
2016

Wednesday

27



January 
2016

Wednesday

27



Name Number Source(s)

Tichina Shephard (Bina Wright) 248-722-6520 Certified Cell Phone Records

Montez Wright #1 248-309-0801 Pawn Ticket

Montez Wright #2 734-620-5880 KIK messages

Cell Phones

Between 1/27/16 and 2/8/16 there are 28 calls or texts between 
Shephard and Wright’s second phone



Montez 
Wright

Andrew Lauro

January 
2016

Friday

29



February
2016

Wednesday

3



February
2016

Wednesday

3



February
2016

Wednesday

3

Between 5:30 pm and 6:15 pm, 
Arizona time on February 3, 2016



February
2016

Thursday

4



333 East Van Buren
Avondale, Arizona

Credit Union West
503 W. Van Buren

February
2016

Thursday

4



Thursday

4

February
2016



February
2016

Friday

5



February
2016

Sunday

7



Stripe Account

February
2016

Sunday

7



Sun City Grand

Avondale Apartment

February
2016

Monday

8



February
2016

Monday

8

The Dobbert 
residence



Wright & Shephard Timeline

Dobbert
7:45 am

February
2016

Monday

8



February
2016

Monday

8

The Dobbert 
residence

The Leslie 
residence

The Colville 
residence



Wright & Shephard Timeline 

Dobbert
7:45 am

Colville gym

6:15 am

February
2016

Monday

8



February
2016

Monday

8





February
2016

Monday

8



February
2016

Monday

8



Wright & Shephard Timeline 

Dobbert
7:45 am

Colville home
Garage 

open–car 
gone

8:00 am

Murder

Colville gym

6:15 am

February
2016

Monday

8



February
2016

Monday

8



333 East Van Buren
Avondale, Arizona

Quik Trip
550 North Dysart

February
2016

Monday

8



February
2016

Monday

8





Wright & Shephard Timeline 

Dobbert
7:45 am

Colville home
Garage 

open–car 
gone

8:00 am

Murder

Colville gym

6:15 am

QT

8:50 am

February
2016

Monday

8



February
2016

Sunday

7



Ruth Schwed’s Wells Fargo Account



Barbara Leslie’s Chase Account



Shephard’s Stripe Account

Ruth Schwed 
Account

Barbara Leslie Account

February
2016

Monday

8



February
2016

Monday

8



February
2016

Monday

8



Wright & Shephard Timeline 

Dobbert
7:45 am

Colville home
Garage 

open–car 
gone

8:00 am

Murder

Colville gym

6:15 am

QT

8:50 am

B of A
5007 N. 

Dysart Rd.

3:06 pm

B of A
4230 W. 

McDowell

6:03 pm

February
2016

Monday

8



February
2016

Monday

8



Cross 
examination







Did not log into Stripe at the library



I was not at the bank at 3:30







Thank you
kalish@mcao.maricopa.gov
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